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1 Contact information

Botech AB
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2 Introduction

This document is the main reference material for the Greyhound Data Collector
(GDC-001-02).

This introduction briefly describes the layout of this document as well as pro-
viding an overview of server hardware and server software.

In chapter 2 through 10, the graphical user interface is explained in detail.

Chapter 11 and 12 provides useful information when presented with specific prob-
lems or questions.

Supported drivers are detailed in Appendix A through C.
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2.1 Hardware

2.1 Hardware

Figure 1: GDC-001-02

Art. Nr. GDC-001-02
Processor Intel Pentium 4
RAM 128+ Mb
FLASH -

Serial ports 3x RS232
Ethernet (1000 MBit) 2

Power 220V AC

Power consumption -
Operation environment -
Mechanical 19” rackmount, 1U

Table 1: Hardware

January 9, 2008



Start page 9

3 Start page

The first page a user comes into contact with is the login page.

Login

User name:

Passwaord:

Language English -
Skin Grayhound b

(V=)
“EE - Powered by Greyhound®
Copyright @ 2001-2007 botech ab

Figure 2: Login page

This is where the user name and password is entered to get access to the
system. The user is also presented with the option to select language and skin.

=) e e e JT )]

batech support

Greyhound® /)

Ay

-~

Figure 3: Default start page

On successful login, the user is directed to the default start page. By default,
the start page only contains a product image and hyperlinks for mail support and
website. To configure the start page to show more than this, please refer to section
9.9 on page 94.

January 9, 2008 9



Schematics 10

4 Schematics

The Schematics page is (or can be configured to be) the main page for real time
presentation. The Schematics page provide a list of active schematics and the
current selected schematic as a Java Applet. Please refer to section 9.13 on page
101 for information on what options are available.

e ) ) ) )T )T ) )

Mo schematics defined

Tt

Figure 4: An empty schematics page

Below the main navigation buttons is a menu with links to all configured active
schematics.

ArvidStart  Arvid HUC  >Arvid UC10<  Arvid UC18 Arvid UC26  ArvidHVL  ArvidHVZ  ArvidHV3  Arvid 06V Arvid 08V Arvid 10V Arvid 14 Arvid 16V
Arvid 18V Arvid 22V Arvid 24V Arvidv26 LGar SGar

T )

II] b CP1-5701
415701 . g
‘ G710 GT-5701 CP2-5701
A M .

a1 40 5
ga% ' 3997

CP1.5702

GTZ-E701
o 5 6

£1-5601 CRA-5601

5T1-5801
15% e HEFAAT
=
GT2-5601 H|H|H|
e e @b

CPz6601

SV1-5201

g 7%

Figure 5: An example schematics page

January 9, 2008 10



Alarms 11

5 Alarms

The alarm page provides both brief and detailed information on alarm points of
interest in the system. Blocking can be set and configuration on user interface
behaviour can be done. Please refer to section 9.6 on page 72 for information on
detailed alarms configuration.

The alarm list has five functions. All alarms can be color-coded. Each alarm
point can be clicked to a) go to schematic, b) execute command, c) read associated
text, d) acknowledge alarm. More information is available for each alarm point (
i.e. list events, time when alarm first occurred etc. )

The alarm list by default displays the status function. This function will display
the alarms in the system that requires user interaction. That is alarms that are in
one of the following states: active unacknowledged, active acknowledged, inactive
unacknowledged or blocked.

5.1 Overview

Table 2 lists the possible states of an alarm point that makes it appear in the
alarms list. Figure 6 showns an example of an active alarms list.

Alarm status Default color Optional

Active, not acknowledged Red

Active, acknowledged Yellow
Inactive, not acknowledged Green
Blocked Magenta Yes

Table 2: Shown alarms

Ce )= ) e ) JTe )2 )0 )

salarms<  statistics events blocking  configuration

status priority _occurred at alam point alarm text acknowdledged

LOCALJohannelundAS403.PLC43.LB04_VVXO1_LA Curre ralue
LOCAL JohannelundAS403.pLCAT Time active 00:31:10 Schematic  LBO4

215 Active read-cycles 0

;| Mo Acknowledge

Value at alam activation 1.0 Number of unacknowledged activations 276 First appearad 2007-08-31 16:46:34

1.0 Documentation /manuals/LBO4.PDE

[+ Active B 2007-08-31 10:55:21 CA0S_LA AS04 CADS Driftfel 2007-08-31 16:20:53 Bravida
[# Active B 2007-08-20 11:00:10 CA0O_LA AS304 CADY Driftfel 2007-08-20 12:40:14 Bravida

Figure 6: Alarm list with detailed information

January 9, 2008 11



5.2 Statistics
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Field Description

Status Active, Inactive or Blocked
Priority AB,CorD

Occured at Date and time

Alarm point Name of alarm

Alarm text Alarm description text.
Acknowledged Date, time and user

Signal source

Source device

Alarm point ID

Blocked

Value at alarm activation
Current value

Time Active

Active read cycles
Number of unacknowledged
activations

Documentation
Schematic
Command

Acknowledge
First appeared

Path to data point that generated alarm
Path to device that generated alarm

ID of alarm point

Shows if an alarm is currently blocked

The value of ’Signal source’ at activation
Current value of ’Signal source’

Time in hours,minutes and seconds of active
alarm

Number of reads that alarm has been active
Number of cycles through active and normal
without ackknowledgment

Link to documentation specific for alarm
Link to schematic connected to alarm
Command to execute, listed with user defined
text

Link to acknowledge alarm
Date and time when alarm first went active

Table 3: Alarm list information fields

5.2 Statistics

The statistics function shows the number of active alarms (acknowledged/not ac-
knowledged), the number of inactive alarms (acknowledged /not acknowledged).

alarms

=statistics<

events blocking configuration

Tt

Alarm point count 417

Active, not acknowledged 4

Active, acknowledged
Inactive, not acknowledged
Blocked

(=R S ]

Figure 7: Alarm statistics

January 9, 2008
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5.3 Events 13

5.3 Events

The alarm event log shows changes in alarm point status, such as when an alarm
goes active, inactive or is acknowledged. It also shows commands executed and
which user has done what and when concerning alarms. Both alarm name and
alarm text are shown to identify the alarm.

alarms  statistics sevents<  blocking  configuration

address filter status priority alarm occured at acknowledged user
I [y | Active 8 LBO4_VVXO1 LA AS403 LBO4-VYXO1 Sialarm 2007-09-26 15:09: 14 Acknowledge
= | Inactive - LBO4_VUXO1_LA  AS403 LBO4-VVUXO1 Stalarm 2007-09-26 14:58:09 -
. Active 8 LBO4_VUXOI_LA  AS403 LBO4-VUXO01 S:alsrm 2007-09-26 13:35:59 Acknowledge
alarms displayed
Inactive - LBO4_VUXO1_LA  AS403 LBO4-VVXO1 Stalarm 2007-09-26 13:25:17 -
Active 8 LBO4_VVXOI_LA  AS403LBO4-VVXO1 Sialarm 2007-09-26 13:23144 Acknowledge
alarm Inactive - LBO4_VVXO1_LA  AS403 LBO4-WUXO1 Sialarm 2007-09-26 13:11:02 -
Active B LBO4_VVXOI_LA  AS403LBO4-VVXO1 Sialarm 2007-09-26 13:10:39 Acknowledge
priority Active B LB13_FFO1_GP12_LA AS401 LB13-GP12 2007-09-26 13:00:23 Acknowledge
Acknouledged - LBO4_VVXO1_LA 2007-09-26 12:54:25 -
status Acknowledged - AS403_OKAS_LA 2007-09-26
F actve Inactive - LB13_FFO1_GP12_LA AS401LB13-GP12 2007-09-26
P Acknouledged - LB13_FFO1_GP12_LA 2007-09-26
Inactive Inactive - AS403_OKAS_LA  AS403 Servicelucks Oppen  2007-09-28
F Blacked Active ] AS403_OKAS LA AS403 Servicelucka Oppen  2007-09-26 10:33:05 2007-09-26 12;54i12 Vega
F acknowledged Active 8 KBOZ_PKO1_LA AS402 KBOZ-PKO1 Driftfel  2007-09-26 10:25:37 Acknowledae
Inactive - KBOZ_PKO1_LA AS402 KBOZ-PKO1 Driffel  2007-09-26 10:24:38 -
[ tiat acknawledged Active 5 LB13_FFO1_GP12_LA AS401 LB13-GP12 2007-09-26 10:24:36 2007-09-26 12:52:19 Vega
user Inactive - LB13_FFO1_GP12_LA AS401 LB13-GP12 2007-09-26 10:17:33 -
Inactive - LBO4_VVXOI_LA  AS403 LBO4-VVXO1 Sialarm 2007-09-26 05:55:49 -
start date Active 8 LBO4_VVUXO1_LA  AS403 LBO4-VVXO1 Sialarm 2007-09-26 05:25:45 Acknowledge
o] Inactive - LBO4_VVXOI_LA  AS403LBO4-VVXO1 Sialarm 2007-09-26 34-
and date Inactive - VAD1_GP41_LL As201 vAD1-GP41 Liglarm  2007-05-26 24-
[ Active B VAO1_GP41_LL A5201 vAD1-GP41 Liglarm  2007-05-26 33 Acknowledge
Active 8 LBO4_VVXOI_LA  AS403 LBO4-VWXO1 5ialarm 2007-09-26 18 Acknowledge
Inactive - LBO4_VVXOI_LA  AS403 LBO4-VWXO1 Sialarm 2007-09-26 03:25:35 -
[refresh] [save] [load] Active B LBO4_VVXO1_LA AS403 LBO4-VVX01 Sialarm 2007-09-26 01:47:15 Acknowledge
Inactive - LBO4_VVXOI LA AS403LBO4-VWXO1 Sialarm 2007-09-26 01:26;32 -

Figure 8: Alarm event list

5.4 Blocking

The blocking function lets the privileged user block or unblock alarms. A blocked
alarm will show up in the alarms list in a specific color, but it will not be treated
as an active alarm in terms of messaging (such as SMS, email or printer services).
An alarm can be blocked for a specified amount of time, or indefinitely. Filters
are provided in case many alarm points exist, to make it easier for the user to find
what alarm should be blocked. Both alarm name and signal source are shown in
order to help identify the alarm. See figure 9 for an example.

alarms  statistics events blocking<  configuratian

address filter tent filter

[refresh] [clear] [ e[

alarm name signal source priority blocked until until for (minutes)
VEO1_GT11_LA LOCAL JshannelundA5201.PLC2 1. VADL_GT11_LA B black L
VED1_GT41_LA LOCAL JohannalundS201.PLC21.VAO1_GT41_LA e block ]
AS403_OKAS_ILA LOCAL JohannelundAS403.PLC43.A5403_OKAS_ILA e block ]
TFO5_ST82_2025_LA LOCAL JohannelundAS201.PLC21, TFOS_STB2_2025_LA B black L]
PLCOL_BATT_LL LOCALJehannelundAS201.PLC21.PLCO1_BATT_LL B block [l
AS201_FBRI_LA LOCALJehannelundAS201.PLC21 AS201_FER1_LA B black [}
AS201_SL_OVERSTR_LA LOCAL JehannelundA5201.PLC21.A5201_SL_OVERSTR_LA B black [}
AS201_AUTSAK_LA LOCAL JehannelundA5201.PLC2 1 AS201_AUTSAK_LA B black [}

Figure 9: Alarm block interface

January 9, 2008 13
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5.5 Configuration

The configuration function lets the privileged user configure the alarmlist. Colors
for different alarm status, both in brief and detailed view can be set here. Other
configuration options are shown in table 4.

alarms  statistics  events blacking >canfiguration<

[save] [cancel]

I Show blocked slams  Active alarms, not acknovledged Expanded active alarms, not acknowledged
F prority Alsd |l prioriey A
showalameose  ioiefae M srorre
ot it
Auto refresh alarmlist
(seconds)
Active alarms, acknowledged Expanded active alarms, acknowledged
priority Clysllow ] priwiey €
priority Dfyellow ] prioviey D
default default
Inactive alarms, not acknowuledged Expanded inactive slarms, not acknowledged
dsfault dafault
Blocked alarms Expanded blocked alarms
R —
Figure 10: Alarm configuration
Name Description
Show blocked alarms Show blocked alarms in alarms list
Show alarm popup Show popup for user when new alarm occurs
Show event source Show signal source in event log and status page
Sort alarm list by time Sort by time or priority
Refresh rate Auto refresh rate for alarms list

Table 4: Alarm configuration options

January 9, 2008 14
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6 Trends

Ce )= ) )= ) ) Te )2 )02 )
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Figure 11: Trend interface

The Trend interface is used to examine and analyze historical data logs of the
server. Multiple data points can be selected and be presented in a graph with
different colors. Time interval, scales (common or individual) and colors can be
configured on the fly. The graph is zoomable and all samples can be exported to
Microsoft Office Excel format, XLS. Selected configuration can be saved for future
use. The Trend interface is also directly reachable from the scehmatics where
the selection of datapoints can be pre-configured. For further reference on which
points and what data can be logged, intervals etc see subsection 9.5.11 on page
55.

6.1 Selection

The left side panel presents an interface based on the hierarcial data point design
as described in subsection 9.5.11 on page 55. Only points which are logged are
shown. To add a data point to the legend, select the point in the tree view and
press the ’+’-button - or use double click. Up to five points can be added this
way. To change the color of data point representation, double click the point in
the list view on the lower half as shown in figure 12. A selection (including time
interval and scaling options) can be save for future use using the load and save
buttins located between the panels. To remove a point from the legend, use the
"-’~button.

January 9, 2008 15
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Figure 12: Trend datapoint selection

6.2 Scaling

When the legend contains more than one point, the ’single/multiple scale’ switch
will be shown as in figure 13. By default this switch is not selected and each point
will be shown in its own vertical automatically selected scale. (Please not that this
option is overrided by the manual scaling options as described below.) If selected,
all trends will be shown in a single scale which is that of the first point in the list.

EIKBO1_GT41_MV (Mitvirde)
I KBO1_GT42_MV (Mitvirde)

[

Figure 13: Trend scaling

The user can also set manual scaling options in regards of minimum and max-
imum vertical values to show on screen.

January 9, 2008
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6.3 Zoom and Sampling 17

6.3 Zoom and Sampling

In order too zoom a specific area of the trend, click and drag in the area of
interest. A dotted blue rectangle will appear showing which area will be zoomed.
This operation can be repeated recursively to further zoom the graph. In order
to zoom out, use right click in the zoomed area. See figure 14 for an example.

o oo 2007-10-01 16:00:36

=y
d

2.0

1o

B0

5.0

4.0

2.0

2.0

12:00 14:00 1600 12:00 20:00 2z:00 0000 02:00 04:00 06:00
2007-10-01 10:06:12

Legend

02:00 10:00
2007-10-02 10:05:19

Address Description Log interval Sample

GT42 M Watvarde

Figure 14: Trend area zoom

Besides the coordinates shown on the top of the trend area, exact coordinates
for a specific sample can be shown by letting the mouse pointer hover over a sample
for two seconds. The detailed coordinates will then be shown in the legend area
on the lower half of the screen. See figure 15 for an example.

°C °C 2007-10-01 16:37.01

T

200710-01 160212 Hours
Legend

2007-10-01 12:02:51

Address Description Log interval Sample

BO1_GT42_IV Metvarde

2007-10-01 16:37:25=8 4

Figure 15: Trend sample detail

January 9, 2008 17
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6.4 Export as XLS

Trend data can be saved locally in Microsoft Office Excel XLS format. This applies
to both single datapoints and up to five simultaneous. This makes it possible to use
Excel functions for graph drawings, integration in existing projects and snapshot
backups.

January 9, 2008 18
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7 Reports and documents

This section consists of two parts, ”Value overview” and ”Documents”. Value
overview is a ”live” report where current values from all points can be viewed and
it’s also possible to write new values to writeable points. There are reports avail-
able in ”documents” as well but these are static and generated by either the user
or SoftPLC as files. These files are are stored on the Greyhound Data Collector
disk. Other files (various documents) such as manuals etc are also available here.

e ) ) e ) Te e J T2 )T

>Value overview< Documents

Tt

Figure 16: Reports and documents

7.1 Value overview

Value overview shows all point-values and the value-link presents the user with
more options. Each device corresponds to a row which can be opened and closed
with the 4/- icons. The device description text is shown in bold followed by the
Greyhound Data Collector address path (system.connection.device) and possibly
a link to the main schematic for this device. if the description text isn’t specified
the device name is shown instead. See section 9.5.10 for information about how
to configure device description and main schematic.

If the device is opened, all points to the device are shown. Point description is
used but if this is not specified, name is used instead. In the value-link popup it is
possible to write new value (if it is a writeable point), open trend (if the point is
logged) and also with the settings-link, open the point overview page. See section
9.5.13 for more information about the point overview page. The settings-link is
only available for administrator accounts (or for other generic accounts configured
with ”all configuration allowed”). See section 9.7.2 for information about account
authorization. Administrators can also perform a multiple write command with
the ”write to all identical points” checkbox. This means that the write command
is sent to all writeable points with identical names. The value (both the value link
and the value in the popup) is also colour coded if the point has been configured
with high and/or low limits. If the value is within the limits it is shown with de-
fault colour blue. If not, value is shown in red. See section 9.5.11 for information
about how to configure point properties such as high/low limits.

It is possible to limit the points shown by using the various filters available. Point
selection can with these filters for example be limited to only show writeable points
with flag ’f” from a specific device. If all filters are empty or default, all points are
included.

January 9, 2008 19



7.1 Value overview
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points [ row

address filter

text filkter (point names/descriptions)

[refresh] |].D

| | L]

flag filter

[epen all] [close all]

readonly fwriteable filter
show both readonly and writeable points D

=l North building basement (LOCAL.bus_connection.contraller_1) [zchematic]

valve 1 valva 2 valva 3 outside temp indoor temp
3.13 % 21.23 % 22.4 % 24.34 °C 25.2 "C

D-time outside temp 2 outside temp 3 pump 1 status  pump 2 status
2 sec 23.58 °C 24.15 °C 1 on/off 1 on/off

Al 4 door left door right timechannel h1 timechannel hZ
6.63 °C o 10 oh 45 %

setpoint starttemp

pichls)

setpeoint stoptemp starthour m-f  starthour s-s

starthour m-f
44.5 °C Zh

North building ground floor (LOCAL. bus_connection.controller_2) [schematic]

=l North building top floor (LOCAL.bus_connection.controller_3] [schematic]

valve 1 valve 2 valve 3 outside temp indoor temp
3.13 % 21.33 % 32.4 % 24.34 °C 25.2 *C

D-time outside temp 2 outside temp 3 pump 1 status pump 2 status
2 sec 23.58 °C 24.15 °C 1 on/off 1 on/off

Al 4 door left door right timechannel h1 timechannel hz
6.63 °C o 10 oh 45 %

setpoint starttemp

13°C

starthour m-f
7h

starthour s-s
7h

starthour m-f
oh

setpoint stoptemp
44.5 °C

[l South building basement (LOCAL.bus_connection.controller_4) [schematic]

valve 1
3.13 %

valve 3
32.4 %

valve 2
21.33 %

outside temp
24.34 °C

indoor temp
23.2 °C

Figure 17: Value overview

[ 5540 (LOCAL.Excline.5540) [schematic]

Digital input 1

10

Digital input 2

10 10 1.0 10

alarm low
45 °C

pump 3 status
1 on/off

timechannel h3
27.38 °C

stophour s-s
20h

alarm low
45 °C

pump 2 status
1 on/off

timachannel h2
27.38 °C

stophour s-s
Z0h

alarm low
45 °C

Digital input 2 Digital input 4 Digital input 3

Digital output 3 Digital cutput 4 Analog input 1 Analeg input 2 Anzlog input =

b.0

0.0 555.972046 1828.848145

2078.503306

EXOcompact (L)
functions (LOCAL
wvariables_1 (LOJ

wvariables_2 (LOC

Digital output 4 (LOCAL.Exoline.5540.004)

Current value: 0.0 (read at: 2007-10-12 08:16:27)

Write new valua:

write this value to all identical points

| I write I reset |

[trend] [s=ttings]
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7.2 Documents

The documents section offers the possibility to store various files on the Greyhound
Data Collector disk. These files are categorized in seven directories and each di-
rectory is meant for a particular type of files. The files uploaded or created, are
used throughout the entire system in various ways as described in the table below.
Each file is presented as a link with which the files can be either directly opened
in a new browser window or downloaded. Binary files such as compressed archives
are not viewable in the browser, these can only be downloaded.

The plc report directory is the only one stored in the temporary memory area
and will be emptied at reboot. Files in anyone of the other directories are stored
on disk and will not be removed at reboot. Files can be uploaded to all directories
except "PLC reports”. Furthermore, a create report wizard is available in the
Reports directory.

Directory Description

PLC reports Reports created automatically by the PLC.
Note: emptied at reboot. See section 9.8.3
for information about the SoftPLC and how
to generate reports with it.

Reports Reports created by the user. Use the 'create
report’ wizard

Manuals Various files and documents which can be con-
nected to for example alarms or schematic
components.

Templates Used by the ’create report’ wizard.

Templates decides the report appearance, see
section 7.2.1 below for more information.

Address files Text files which contains physical point ad-
dresses that are are too long to fit into the
normal database address column. Note: Only
(possibly) required for Calculus and EIBNet
points.  See section 9.5.11 for information
about physical point addresses.

Conversion files Text files which contains point conversion fuc-
tions that are too long to fit into the normal
database convert column. See section 9.5.15
for information about the convert function.

Misc Various files and documents which can be con-
nected to for example alarms or schematic
components.

Table 5: Documents directories
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[refresh]

; Ia PLC reports
Ela Reports

[create] [upload]
File Size Maodified

i8] = values.html z.0kb  2007-10-12
@ = |ogs.bxt 2.74 kb 2007-08-21
[—]'1'3 Manuals
[upload]
File Size Maodified
----- 7: = Datasheet GHS-009-01.pdf 418.14 kb 2008-12-05

----- 7: = Datasheest GHS-008-01.pdf 158.53 kb 2006-12-05

----- 7: = BOT GHS-008-01 Manual.pdf 1.75 Mb 2007-09-11

----- 7: = BOT GHS-007-02 Manual.pdf 1.82 Mb 2006-12-03

®-C3) Templates
O3 Address files

[upload]
File Size Modified
E = minabet 118 bytes 2007-05-11
E = masebet 118 bytes 2007-05-11
LE] = eibubet 39 bytes  2007-06-14
B 116 bytes 2007-09-11

®-C3) Conversion files

F-IC) Misc

Figure 19: Documents

7.2.1 Report templates

Templates decides the report appearance. Template files can be created as plain
textfiles by the user and uploaded to the templates folder. A template is for-
mated with so called tags and free text (e.g. html). Furthermore, the template
is divided into seven parts which each represents a specific part of the resulting
report. ”Parts” are separated with start and end identifers, i.e. [part]...[/part].

The availble parts are described in the table below.
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Template part

Description

[FILETYPE]

[SUBJECT]

[HEADER]
[DATAHEADER]

[DATA]
[DATAFOOTER]

[FOOTER]

Decides the resulting report file type. This
affects how the report is shown in the browser
when ”view” is selected.

If the report is created by the SoftPLC and
connected to email recipients, this part decides
the email message subject.

Main header of the report which preceds all
point specific information.

Header included directly before the
data/value of each point.

Point data/value.

Footer included directly after the data/value
of each point.

Main footer of the report which ends the re-
port.

Table 6: Report template parts

In all parts, except [FILETYPE], a number of tags as mentioned above can be
used. Each tag corresponds to information/data and the tag is replaced with this
information when the report is generated. Tags are used to include for example
point values and names into the report. The available tags are described in the

table below.

Template tag

Corresponds to

ORI S <O Z Ry
CEEEEZEEE=EZ2%Y

System (server) name.

System time.

Point name.

Point description.

Point value.

Point value timestamp.

Point unit.

Point readable.

Point writeable.

Point loginterval.

Point ID.

Point physical address.

Point flags.

Point Greyhound Data Collector address, i.e.
”system.connection.device.point”.

January 9, 2008
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Not all tags are available in all part, i.e. point value ([V]) is only available in
the [DATA] part. It also depends on the report type. More tags are available in
the [DATA] part if it is a value report than if it is a log report. See table below
for the available tags in respective part.

Template part Available tags

[FILETYPE] -

[SUBJECT] [SN], [ST].

[HEADER] [SN], [ST].

[DATAHEADER] [N], [D], [U], [R], [W], [L], [I], [A], [F], [GA].

[DATA] If log report: [V], [T]. If value report: [V], [T],
[N], [DI, [A], [F], [U], [GA].

[DATAFOOTER] [N], [D], (U], [R], [W], [L], [T}, [A], [F], [GA].

[FOOTER] [SN], [ST].

Table 8: Available tags in respective part
Example:

[FILETYPE].html[/FILETYPE]

[SUBJECT|report from [SN][/SUBJECT)]
[HEADER]<html><body><table><tr><td colspan=2><
H2>Logreport: [SN]</H2></td></tr>[/HEADER]
[DATAHEADER|<tr><td colspan=2>Point: <I>[GA]</I>[D]
<Jtd></tr><tr><td><b>Value</b></td>

<td><b>Read at</b></td></tr>[/DATAHEADER|
[DATA]<tr><td><b>[V]</b></td><td>[T]</td></tr>[/DATA]
[DATAFOOTER|<tr><td colspan=2><HR>
</td></tr>]/DATAFOOTER]

[FOOTER]|<tr><td colspan=2>Generated at [ST]</td></tr></table>
< /body>< /html>[/FOOTER]
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8 Server logs

Eight different types of logs are available in the main server log. These are shown
in chronological order with the most recent events at the top. Each log-type has
a corresponding checkbox with which different log-types can be shown or hid-
den. Only the types (checkboxes) which the user has access to are enabled and
therefore possible to view events from. See section 9.7.2 for information about
account authorization. The event information is divided and shown in five fields:
timestamp, address, event, description and signature. Depending on the log-type,
different information is shown in these fields and not all fields are applicable on all
log-types, e.g. account signature is empty for connection events. Address refers
to the Greyhound Data Collector address, see section 9.5.2 for definition and in-
formation about Greyhound Data Collector addresses

>Server logs<

ddress timestamp address event description signature
] slorm from demo_server (not
= -10-12 08128 assage san service@botach.se Sknovdged) DO2 ministrator
2007-10°12 08:25:30 Message sent abotech.se O o 33 s, 20071012 Admimiat
items per page 08:27:39)
40 & 2007-10-12 08:28:11 User event admin User logged in from 10.0.0.3 Administrator
taxt ALARM deme_server Source Address:
to-12 0sias: enge som crgbotachce  LOCALExoline,5540.004 Details: [H] =
| — 2007-10-12 08:28:08 Message sent per@botach. <04 Jarm D] = DG low [TA] - 2007-
sources. 10-12 08727:57 [TR] = 2007-10-12 0
[# Jeommands 2007-10-12 08:28:01 User event admin User logged out Administrator
7 2007-10-12 08:27:57 Excline.5540 __ Alarm Inactive (D) _exo_DQ4_larm _ DQ4 low
jslarms ALARM demeo_server Source Address:
T eystem to-12 0sia7: oo som rgbotachce  LOCALExoline,5540.004 Details: [H] =
[Chern Z00ZaaCal 208 24 Message sent per@botach- £x0_DQ4 Jarm [D] - D4 high [TA] = 2007-
[Fleonnaction 10-12 0812743 [TR] = 2007-10-12 0|
" . 2007-10-12 08:27:56 Excline 5540 Alarm ex0_DQ4_larm  reset DQ4 =dmin
Juser events 2007-10-12 08:27:56 Excline,5540.0Q4 Command vrote 0, OK =dmin
[ Juser arrers 2007-10-12 08:27:50 Excline.5540 __Alarm Acknowledged exo_DQ4_larm
[¥ |messaging sent ALARM demo_server Source Address:
to-12 0sia7: oo som rgbotachce  LOCALExoline,5540.003 Details: [H] =
I~ Jnessaging failed e F===rs e per@botach- £x0.003 lerm [0) = 0Q3 high [TA) = 2007-
el 10-12 08727:39 [TR] = 2007-10-12 0
2007-10-12 08:27:43 Excline.5540 __ Alarm Active (B) _ exo_DQ4_larm _ DQ4 high
ot 2007-10-12 08:27:41 Exoline,5540.0Q4 Command vrote 1, OK =2dmin
sartcate 2007-10-12 08:27:39 Exoline.5540 _ Alarm Active (B] _ ex0_DQ3_larm  DQ3 high
L] 2007-10-12 08127138 Exoline.5540.003 Command vrote 1, OK =2dmin
gnd date Repart from demo_serve -
[ 2007-10-12 07:44:00 Massage sent cervice@botach.ce o O VERAL Administrator
e DATE ~ P et 12 07143
UPTIME = 1
[rafresh] [save] [load] 2007-10-12 07:43:43 User event =2dmin Userlogged n from 10:0:0.3 Administrator
2007-10-12 07:42:49 User event =dmin User logaed in from 10.0.0.3 Administrator
2007-10-12 07:42:35 Virtual Connection Connected Connected
2007-10-12 07:42:35 Virtual Connection Driver started___/greyhound/drivers/calculus.dll
2007-10-12 07:42:35 Excline Connection Connected Connected

Figure 20: Server log view
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The avaible log types are explained in the table below.

Log type Description

Commands Write commands sent by either users or the
SoftPLC

Alarms Alarm event log. A subset of the complete
alarm events page. See section 5.3 for infor-
mation about the alarm events page.

System Various system level events and errors.

Connection Various connection level events and errors.

User events

User errors

Messaging sent

Messaging failed

User account validation and security events,
e.g. login, logout, forced logout, sms-
command etc

User account validation and security errors,
e.g. failed login attemps, account locked out,
unathourized sms-commands etc.

Messages (email, sms, printer) sent log
(alarms, reports etc)

Messages which couldn’t be sent, e.g. invalid
recipient address etc. See section 9.7.3 for in-
formation about Messaging.

Table 9: Log types

Since the log is chronological, users can follow a certain procedure directly on
one page. For example: an alarm occurred, sms notification was sent to user,
user logged in, acknowledged alarm and then wrote command to the alarm signal
source. The alarm changed to inactive. User logged out.

January 9, 2008

26



Server logs

27

It is possible to filter the search by using the available filters which are:

Filter Description

Address Only show events from a specific Greyhound
Data Collector address, e.g. events from a cer-
tain connection.

text Free text filter. Specified string must be found
either in the event or description fields.

User Events connected to a specific user or all users
with the entered user filter string somewhere
in the name.

Start Only show events which occurred after 'start’.

Stop Only show events which occurred before

‘stop’.

Table 10: Log filters

Note: not all filters affect all log-types, e.g. address filter doesn’t affect user

events.

With the ”Save” and ”load” links it is possible to save and load a specific fil-
ter and log-types configuration for quicker access.

January 9, 2008
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9 Configuration

The configuration section of the Greyhound Data Collector consists of eight sub-
sections where all the required settings and paramterers are configured by the
user. Most of these pages are though restricted to administrator level and only
administrators or users with corresponding security auhtorization are allowed to
access the complete configuration interface. See section 9.7.2 for more information
about security and account validation.

A couple of the pages described here are also used as configuration interfaces in
Craft sites, which means that this part of the manual is also appliceable as docu-
mentation when working with Craft sites. In fact, most often the configuration is
performed in Craft and then published as a ’site’ to the Greyhound Data Collector.

e )= ) )W) Te J e )T )02

network and system settings  system info  points  alarms  accounts  programming  other  reboot

Greyhound®

Figure 21: Configuration section
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Section

Description

Network and system settings

System info

Points

Alarms
Accounts

Programming

Other

Reboot

Configure various network and main system
settings (see 9.1).

Informative page only, shows current settings
of (for example) network and main system pa-
rameters as well as overall system performance
(see 9.4).

Configure data points and drivers for the con-
nected external devices such as outstations
and PLCs (see 9.5).

Configure alarm points (see 5).

Configure user accounts including both ac-
count security authorizations and messaging
receivers (see 9.7).

Configure SoftPLC and translator rules (see
9.8).

Various configuration, divided into five sec-
tions in this manual: start page, messaging,
enterprise, database tools and schematics.
Reboot page (see 9.14).

Table 11: Configuration sections

January 9, 2008
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9.1 Network and system settings
=network and system settings< system info points alarms account programming other rebaoot
TAT
ethd - WAN Metwark [edit]
ethl - LAN Metwork [edit]
DS [edit]
Firewall and routing  [edit]
Paort farwarding [edit]
ADSL Login [edit]
DynDns [edit]
Madem [edit]
S5H Part [edit]
HTTR Part [edit]
Timezane and NTP  [edit]
System clack [edit]
System name [edit]
System password [edit]
Figure 22: Network and system settings
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9.1.1 ethO - WAN Network

ethd - WAN Network

Boot protocol
IP Address
Netmash
Gateway

Figure 23:

dhep

132 ||

255 |,

192 |

5]

Save Cancel I

WAN configuration

The "ethO - WAN Network” page configures EthO. This network interface is

used to connect Greyhound Data Collector to Internet or a local network.

Note that ”eth0” as referred to in this document in some cases are marked

LANT1 on the physical box of the Greyhound Data Collector.

You can either use DHCP, which means that the Greyhound Data Collector gets
a dynamically assigned IP address, or you can set a static IP address. For DHCP
to work, there must be an available DHCP server on the network (Eth0). There
are a couple of ways to find out the new address of Greyhound Data Collector if

DHCP is chosen.

e The IP addresses of the available ethernet interfaces are displayed in the

system applet ( available on the Settings page ).

e Greyhound Data Collector sends statusmail, a heartbeat, containing its cur-
rent IP address. To use this alternative you must configure a mail service
and accounts. Instructions on how to do this is available in the section 9.7.3

on page 82.

e The network administrator can possibly assign a DNS-name to the MAC
address of the Greyhound Data Collector.

e Greyhound Data Collector can use DynDNS, see section 9.3.4 on page 37.

DHCP:

e Set 'Boot protocol’ to 'dhcp’
e Save

Static IP-address:

e Set 'Boot protocol’ to 'none’

e Fill in the fields for IP, netmask and gateway.

e Save

January 9, 2008
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9.1.2 ethl - LAN Network

ethl - LAN Metwork

Boot protocel | none | ¥

1P Address  [192 |[tes |1 |2 |

Netmask  [255 |[255 |[z55 |0 |
Save Cancal

Figure 24: LAN configuration

The ’Network interface 2’ configures Ethl in the same way as Eth0O, with the
exception of gateway. The default settings for Ethl is IP address: 192.168.1.2 and
Netmask: 255.255.255.0.

IMPORTANT NOTE: The Greyhound Data Collector firewall does not affect this
interface. Always use Network interface 1 (Eth0) when connecting the Greyhound
Data Collector to public networks such as the Internet.

9.1.3 DNS

Domain Name Server

Dhs2 195 |[54 |

Cancel

I

[¥)

(5]
&)
T
(=]
-

w
m
<
m

Figure 25: Domain Name Server

Configure the DNS that Greyhound Data Collector will use. The DNS is used
to translate IP notation (like 192.168.0.1) to name notation (like www.google.com).

9.2 POP3

The POP3 page configures the POP3 account settings that makes it possible
for the Greyhound Data Collector to collect e-mails. The parameters needed
is available from the ISP or e-mail operator. Enter the name or IP-address of
the POP3 server in POP3_HOST. Enter account username and password in the
following two entries. POP3_INTERVAL specifies the time in minutes between
mailbox reading and emptying attempts.

9.3 MYSQL

The settings for the MYSQL database included in the Greyhound Data Collector
should be left as is unless an external database server is used. Enter the name or
IP-address of the MYSQL server in MYSQL_HOST. Enter account username and
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password in the following two entries. MYSQL_DBS is the name of the MYSQL
database and MYSQL_PORT is the TCP port of the MYSQL server.
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9.3.1 Firewall and routing

Enable routing

Enable firewall

Open web server portin firewall ves
Open FTP server port in firewall na
Open 55H/ Telnet server port in firewall | no

Open database server portin firewall no

Firewall and routing

Open user define port A in firewall 0
Open user define port B in firewall 1]
Open user define port € in firewall 0

Save Cancel

Figure 26: Firewall configuration

In ’Firewall and routing’ the user configure the Greyhound Data Collector
built-in firewall. The firewall factory default filters everything except HTTP.

Field

Description

Enable routing
Enable firewall

Open web server port
Open FTP server port
Open SSH server port
Open database server port
Open user defined port A
Open user defined port B
Open user defined port C

Use the Greyhound Data Collector as a gateway be-
tween EthO and Ethl.

Use the Greyhound Data Collector as a firewall to
filter certain services.

Opens HTTP for traffic (default TCP port 80).
Opens FTP for traffic (TCP port 21).

Opens SSH (secure shell) for traffic (TCP port 22).
Opens DBS should for traffic. (TCP port 5000)
Opens a user defined port for traffic.

Opens a user defined port for traffic.

Opens a user defined port for traffic.

Table 12: Firewall

The user defined ports opens both the TCP and UDP ports. Both TCP and
UDP are forwarded when the port forwarding is enabled. For further explanation
about the firewall configuration, se example in the port forwarding section (see

section 9.3.2 on page 35).

January 9, 2008
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9.3.2 Port forwarding

Port fowarding

Enable user defined port A forwarding [na | ™

Port A [toorr ]
Server IP A sz Jftes |t J[r1 |
Server Port A Cl
Enable user defined port B forwarding |na =

PortB ]
ServerIP B o o o e ]
Server Port B 0

Enable user defined port € forwarding |no =

PortC o]
ServerIP € o e e e ]
Server Port C 0

Figure 27: Port forwarding
In ’Port forwarding’, the user configure forwarding of IP services from Eth1 to
Eth0. For example a web camera can be connected to the subnet on Ethl and the

picture become available from the IP address used by EthO.

Field Description

Enable user defined port X forwarding Enables or disables the portforward

Port X The port where you access the service
from on EthO.

Server IP X The IP address of the device on Ethl.

Server port X The TCP or UDP port of the subnet de-
vice.

Table 13: Port forwarding

Example We want to add a web-camera and a secondary Greyhound Data Col-
lector to an existing Greyhound Data Collector (primary). We only have one
IP-address on the public network (EthO0).

1. The IP address of the primary Greyhound Data Collector in this example is
10.220.221.121 (eth0, public network) and 192.168.1.2 (ethl, subnet).

2. Connect the web camera to the subnet and configure it using the following
network settings:

IP address: 192.168.1.4
Netmask:255.255.255.0
Default gateway: 192.168.1.2.

3. Connect the secondary Greyhound Data Collector to the subnet and config-
ure it using the following network settings:
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IP address: 192.168.1.5
Netmask:255.255.255.0
Default gateway: 192.168.1.2.

. Login to the primary Greyhound Data Collector and select the settings

menu. Choose 'Network settings’, and step forward to Firewall settings.

. Configure the firewall settings, and open the user ports 81 and 82. make

sure both ROUTER and FIREWALL are enabled (yes). We will add the
web-camera on port 81, and the secondary Greyhound Data Collector on
port 82.

. Configure the port forwarding settings. Enable two portforwarders. Enter

the IP addresses of the two devices, and set the ports.

. Reboot the primary Greyhound Data Collector.

. The web-camera is now available on 10.220.221.121:81 and the secondary

Greyhound Data Collector on 10.220.221.121:82.

9.3.3 ADSL Login

ADSL Login

Enable automatic ADSL login
ADSL login server IP E“Cl

ADSL user name uid
ADSL user password pwd

Figure 28: ADSL configuration

If the Greyhound Data Collector is connected to the Internet through ADSL,

it is possible to configure the Greyhound Data Collector to automatically login to
the Swedish ISP Telia.

Field Description

Enable automatic ADSL login  Enables/Disables the use of ADSL login.

ADSL login server IP The ISP login-server address
ADSL user name ADSL account username
ADSL user password ADSL account password

Table 14: ADSL automatic login
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9.3.4 DynDns

DynDns

Enable dynamic DNS registration

Name of the host
Service type

User name

User password
Interface to register

dyndns

athd VI

Figure 29: Dynamic DNS

Greyhound Data Collector supports DynDNS. This enables a dynamically
assigned public IP address to be associated with a DNS name, for example
“http://myserver.dyndns.org”. If you want to use DynDNS, you must first regis-
ter at http://www.dyndns.org to obtain a DNS name. When registering the DNS
name, a username and a password are also specified. This is then entered into

Greyhound Data Collector.

Field

Description

Enable dynamic DNS registration
Name of the host

Service type

User name

User password
Interface to register

Enable/disable DynDNS.

The registered DNS name ex.
myserver.dyndns.org.

dyndns. Do not change.
Registered username.

Registered password.

Select which IP address to report
(ethO or ethl).

Table 15: DynDNS

NOTE: Enable DynDNS as late in the configuration procedure as possible. Ev-
ery time the Greyhound Data Collector is rebooted it will send a request to a
DynDNS server with the current IP address and if this is done to often the DNS

name will be blocked by DynDNS.

January 9, 2008
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9.3.5 Modem

The 'Modem’ page provides settings for Point-to-Point-Protocol used for dialup
networking.

Field

Modem configuration
{Uses serial device 0 if enabled)

Enable dialin no ¥
Enable dialout no =
Modem type Analogue/Analogue vI

Modem init string [ATZ

ISP phonenumber
Isp
I5P Password

Dialin usermame  |root

Dialin password  |pass

192 |ftes Jo ]2 |
192 |[tes Jp ||
1 hd

Dialin server IP

Dialin client IP

Dialin ring count

Figure 30: Modem configuration

Description

Enable dialin
Enable dialout

Modem type

Modem init string
ISP phone number
ISP username

ISP password
Dialin username
Dialin password
Dialin server IP

Dialin client IP

Dialin ring count

Enables the dial in function. The Greyhound Data
Collector will act as an ISP.

Enables the dial-out function. The Greyhound Data
Collector will connect to an ISP to send alarms.

The first type is used when acting as an ISP (dial-
in), and the second type is used when connecting to
an ISP to send alarms (dial-out). Ex. GSM/GPRS
means that GSM will be used when client is dialing
in to the Greyhound Data Collector and GPRS when
the Greyhound Data Collector is dialing out.

Init to the modem.

The phone number to the ISP to use.

The user name to use when logging in to the ISP.
The password to use when logging in to the ISP.

The user name that the remote client use.

The password that the remote client use.

The IP address of the Greyhound Data Collector ( for
the dial-up link )

The IP address that the client ( the caller ) will get
when connected.

Select the number of RING signals that shall be re-
ceived before answering the incoming call.
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If ’Enable dialin’ and/or "Enable dialout’ is enabled, the PPP service will oc-

cupy serial device 0 (COM1). Make sure you disable any driver-connection using
serial device 0.
The PPP service is tested using the following modems/configurations:
GSM/GPRS: ’Fargo Maestro 100’ and ’Siemens M35iT GSM/GPRS terminal’.
GSM/GSM: "Fargo Maestro 100’ and ’Siemens M35iT GSM/GPRS terminal’.
Analogue/Analogue: "USRobotics analogue modem’.

WARNING! Be careful when connecting the Greyhound Data Collector to a

local area network (LAN) when using the dialup possibilities, since it might be
possible to access the LAN from the dialup computer.

9.3.6 SSH Port

55H Port

Figure 31: SSH port configuration

SSH port is the TCP port used for SSH tunnels as described in section 11.1
on page 104

9.3.7 HTTP Port
Web server port

Figure 32: HTTP port configuration

Configure the TCP port that the Greyhound Data Collector web server should
use.
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9.3.8 Timezone and NTP

Timezone configuration

Timezone Stockholm VI

Enable NTP |na ¥

NTP Server

Figure 33: Time zone configuration

Configure the use of a timeserver (NTP) and which timezone you want to use.
If NTP is enabled the Greyhound Data Collector will synchronize the system time
with a timeserver on the Internet. The time from the NTP server is requested
at startup (boot-time). If there is no NTP server available, or if the network is
down, the system time will be used. If a city is chosen i the timezone dropdown
menu, the Greyhound Data Collector will automatically adjust the system time
for daylight savings.

Field Description
TimeZone The timezone your Greyhound Data Collector system is
placed in.

Enable NTP  Enables/Disables the use of NTP.
NTP Server IP-address or host name of the NTP server.

Table 17: NTP

9.3.9 System clock

System clock

Set clock |200?-10-02 22:11:15

Figure 34: System time

Set the local time of the Greyhound Data Collector.
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9.3.10 System name

System name

|G|'e',lhound Server 2500

Set name

Figure 35: System name

Set an identifying string for the Greyhound Data Collector. Used in report
sending as described in section 9.7.3 on page 82

9.3.11 System password

System password

|**********
4

Figure 36: System password

Set system password of the Greyhound Data Collector, used for SSH tunnels
as described in section 11.1 on page 104
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9.4 System info

System info page displays various important system configuration parameters,
for example system name, version and performance. It also shows the current
addresses (both TP and MAC) of the available network interfaces.

e )= )W) Te ) (e T2 )2
network and system settings  *system info< points  alarms accounts programming  other reboot

Tt

System name
System cpu
Current time
etho

ethi

eth2

Disk

Log storage
Temporary storage
Load average
Uptime

Software version
Product type
Firmware version
Serial port

more...

demo_server

WIA Samuel 2, 5333 MHz
2007-10-12 08:59:27 CET
10.0.0.176/24 00:40:48:b1:9b:c3
192.168.1.2/24 00:40:48:b1:9b:c4
192.168.2.2/24 00:40:48:b1:5b:c3
352382 kb free / 484602 kb total
14171 kb free / 13362 kb total
14171 kb free / 19362 kb total
0.24

0 days, 1 hour, 17 minutes and 59 seconds
R4.0.0

GreyhoundServer2500

Tue Jan 3 10:55:39 CET 2006

Mo serial ports found

Figure 37: System info

The "more” link offers more parameters such as point count, internal applica-
tion status and also comments/warnings to parameters which possibly needs to be
noticed. The "more” page is very useful to send (e.g. screen-dump) to a support
technician if something isn’t working properly.
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9.5 Datapoints and drivers
9.5.1 Overview

The external devices (field busses, outstations, PLCs etc) with which the Grey-
hound Data Collector communicates, are organized in 4 levels in the internal Grey-
hound Data Collector database. System is the top level and it represents ”this”
server. Every system has one or more connections. A connection corresponds to a
physical connection to an external field bus. Every connection is configured with
one or more drivers which handles the actual communication with the connected
equipment. Furthermore, connections has one or more devices connected to it and
a device corresponds to an outstation, PLC or similar, available on the external
field bus. The devices contains the different objects, called points, that are to be
read /written. A point is thus a single value in an outstation or PLC.

9.5.2 Greyhound Data Collector address

A Greyhound Data Collector address is defined as the four levels described above
seperated with . hence ”system.connection.device.point”. This represents the
internal address, search path, for each defined point or any other level in the
Greyhound Data Collector. Note: This has nothing to do with the external
device specific physical addresses which has to be configured for the devices and
points in order for the drivers to address and read/write a value in a connected
external device. The Greyhound Data Collector address is only used internally,
for example to connect a point to a schematic or to a SoftPL.C rule.

9.5.3 Greyhound Data Collector address rules

There are two important rules regarding the Greyhound Data Collector address
format:

1. Only A-Z, a-z, 0-9, - and _ are allowed characters in the system,
connection, device and point names. Note: space is consequently not
allowed.

2. The name must be unique on each level.

There cannot exist two points with identical names in the same device or two
devices in the same connection with identical names etc. It is however allowed
to have identical names if the, for example, identical points belong to different
devices.
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9.5.4 Point configuration page

The ’'points’ section in the configuration menu is where all points and the address
levels above points (i.e. systems, connections, devices) are configured. Drivers
are configured here as well. The different levels are organized and accessible in
a tree-view where ’system’ is the top (root) tree-node and ’point’ is the bottom
node. With the top menu filters, address and text, users can decide which con-
nections, devices and points to show. The text filter only applies to the point
names and descriptions, for example: text filter = ’set’ means that only points
with ’set” somewhere in either the name or description will be shown. The system,
connection and device levels are configured individually by clicking the respective
names. More than one point can however be configured at once with the availabe
‘edit selected’, ’delete selected’ and ’copy selected’ links in the top menu. These
are also available (as well as save/cancel) in a popup if the righ mouse button is
clicked.

Ce )= ) ) )T Je )2 )02 )

network and system settings  system info  *points<  alarms  accounts  programming  other  reboot

address filter text filter (point names/descriptions)

[refresh] | J Ll | | 7] i ait point fistds

select =ll points [edit selected] [delste selected] [cony selected] [save] [cancel]

B-%* LOCAL

Figure 38: Points configuration page
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9.5.5 System

The top address level ’system’ corresponds to the server on which the Greyhound
Data Collector software is run. Greyhound Data Collector is preconfigured with
the system 'LOCAL’ and this is the recommended setting for the Greyhound
Data Collector systems which this manual covers. Do not change this name if you
are not absolutely sure of what you are doing. The system popup contains the
following parameters and functions:

Parameter /function Description

Name System name.

Description System description.

Add connection Opens the ”add connection” page. See section
9.5.7 for more information.

Apply changes Reloads all connections to this system. If any-

thing is changed in the tree, apply changes is
required in order to submit the changes to the
Greyhound Data Collector. Note: It is not
required to ’apply changes’ for each change
individually. When all configuration is done,
select 'apply changes’.

Table 18: System

address filter text filter (point names/descriptions]

[refrash] | | [.22] | | view all point fields

zelact all points [adit selected] [delete selected] [copy selacted] [save] [cancel]

%> LOCAL

System name: LOCAL

Systemn description: Local

Add a connection to this system.

Apply changes (restarts all connections).

[clese]

Figure 39: System parameters and functions
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9.5.6 Connection

A ’connection’ is the interface that exists between the Greyhound Data Collector
software and a field bus system. The connection popup contains the following

parameters and functions:

Parameter /function

Description

Name
Enabled
Connected

Always connected

Manual connect request ac-
tive

Established last connection
at

Store values when rebooting
server

Edit
Delete

Add a device to this connec-
tion

Show driver stack and driver
properties
Integrate this connection

with another server

Export connection to import
file

Connection name.

Enable/disable the connection.

Shows if the connection currently connected
(running) or not.

If ’yes’ the Greyhound Data Collector will al-
ways start and ’connect’ the connection.

If "Always connected’ is disabled, users can
manually start (‘connect’) the connection.
This is also automatically performed when a
user loads a schematic which requests values
from points in this connection. This can for
example be useful if the connection connects
to the external devices through a modem con-
nection.

Timestamp when the connection was last con-
nected.

If ’yes’, point values are stored and reloaded
at system reboot.

Opens the edit connection page.

Deletes the entire connection and all devices
and points belonging to it.

Adds a new device to the connection.

Opens the view/edit driver stack/properties
window. See section 9.5.8 for more informa-
tion.

Opens the ’Integrate server’ window. See sec-
tion 9.5.9 for more information.

Export connection to a Craft Designer import
file. See Craft Designer manual for more in-
formation about import files.

Table 19: Connection

If the connection is either disabled or ’Always connected’ is disabled, it will be
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colour-coded in red in the tree-view.
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address filter text filter (point names/descriptions)

[refresh] | | [.e] | | view all point fields

selact all points [adit selectad] [delete selected] [copy selected] [save] [cancel]

Be* LOcAL
EIENst

Exg
Connection name: EIBNet
Wirk]

Enzabled: yes

Connected: yes

Always connected enabled: yes

Manual connect request active: no

Established |ast connection at: 2007-10-12 07:42:36
Store values when rebooting server: no

[edit] [delete]

Add a device to this connection.

Show driver stack and driver properties.

Integrate this connection with ancther server.

Export connection to impaort file (file saved in documents->misc)

[close]

Figure 40: Connection parameters and functions

Connection properties:

Connection name: EIBM=t

Enable connection: v
Enable 'Always connected’: v
Request connection now: I

-

Store values when rebooting:

[zave] [close]

Figure 41: Edit connection page
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9.5.7 Add connection

On this page, a new connection is created and configured. For description of the
connection parameters, see table 19 above. Besides these connection parameters,
a driver stack needs to be specified. In most cases a connection is handled by two
stacked drivers. The first driver (stack-order 1) is a protocol driver and the second
(stack-order 2) is a transport driver (serial, ip etc). In some cases only one driver
is used, for example ’Calculus driver’ or drivers with a built in transport layer.
After the connection has been created, the driver properties most often needs to be
configured (e.g. timeouts, serial-paramaters etc). The driver stack and properties
are available from the connection popup, ’Show driver stack and driver properties’,
after the connection has been created. See section 9.5.8 for more information the
driver configuration.

Connection properties:

Cennection name:

Enzble connection:

Enzble 'Always connected':

< <1} <l

Store values when rebooting:

Specify the driver-stack:

In most cases a connection is handled by two stacked drivers. The first driver
(stack-order 1) is 2 protocol driver and the second (stack-order 2) is & transport
driver (=erial, ip etc). In some cases only one driver is used, for example 'Calculus
driver' ar drivers with = built in transport layer.

NOTE: After the connection has been created, the driver properties muost often
needs to be specified (2.g. timecuts, serial-paramaters etc). The driver properties
are available in the connection pop-up after the connection has been created.
Please refer to the driver manuals for more information about drivers and driver

properties.

Stack-order 1: -- not used -- I:I
Stack-order 2: -- not used -- I:I
Stack-order 3: -- not used -- I:I
Stack-order 4: -- not used -- I:I
Stack-order 5: -- not used -- I:I

[zave] [cloze]

Figure 42: Add connection
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9.5.8 Driver stack

This page shows the driver stack and driver properties in a tree view format or-
dered by ascending driver stack order. To view and edit the respective properties
available for each driver, click the open tree node icon ( + image ) in front of the
driver. When opened, all driver properties to the driver are shown. Each driver
has a property list which vary depending on the driver. For example, a serial
port driver needs a valid serial port configured (as a property) whilst the ip driver
needs a target ip address.

Both the driver stack and the driver properties can be configured on this page.
Drivers and properties can also be added with the respective ’add’ links and deleted
by clicking on the delete icon (red minus image) in front of each driver and prop-
erty. With ’edit stack’ drivers can both be replaced, e.g. replace the serial port
driver with a ip driver, and moved to another stack placement (change stack or-
der).

[refresh] [=dit stack] [edit properties] [save] [cancel] [coze]
@ Driver-stack for connection Exoline
{ [add driver]
E.@ = EXDline (stack-order: 1)
l [2dd property]
Property Description Data type WValue
= Packettimeout INTEGER. 5

Sleeptime INTEGER 300
: Alarmscaninterval INTEGER 120
----- = Reazdblocks INTEGER 1
[+ = TPIPE (stack-order: 2]

[+ = RS232 (stack-order: 3)

Figure 43: Driver tree-view

Example: an existing driver stack uses a protocol driver at stack order 1 and
a transport driver at stack order 2. To insert the utility driver 'T-pipe’ in between
these, first select ’add driver’ then ’edit stack’. When edit has been selected, it
is possible to specify a driver (in this example 'T-pipe’) in the drop-down menu.
Also configure this new driver with stack order 2 and finally move the ip driver to
stack order 3.
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"Edit properties” works in a similar way. When selected, it is possible to edit
all visible properties. Depending on driver-propery, different property-values and
formats are expected. Please refer to the respective driver manuals for information
about the driver properties.

[refresh] [edit stack] [edit properties] [zave] [cancel] [close]

----- g Driver-stack for connection Exoline

[add driver]
B = Uze driver: EXCline driver 2| st stack-position: | 1 [
: [2dd property]
Property Description Data type Value
Packettimeout INTEGER 5
Sleeptime INTEGER 300
Alarmscaninterval INTEGER 120
Readblocks INTEGER 1
8 = Use driver: | TPIPE driver E at stack-position: | 2 D
.8 = Usze driver: | Serial port driver E at stack-position: | 3 D

Figure 44: Edit driver stack

[refresh] [edit stack] [edit properties] [save] [cancel] [close]

----- g Drivar-stack far connaction Exoline
[add driver]
.. = EXOline (stack-order: 1)

[add property]

Property Description Data type Value
..... = [Packettimeout ] | lmreser [ 5]
..... = [sle=ptime ] | | mrecer [ [zo0
----- = |A|arms:aninterva| | | | INTEGER C]
..... = [Readblocks | [ | |wrecer (4

...gn = TPIPE (stack-order: 2]
.. = R5232 (stack-order: 3]

[add property]

Property Description Data type Value
..... = [serizldevice ] | (mreser [ 0 ]
----- = [serialzpead | | | [nrecer (4
----- = [Serialparity | [ | [string @ o ]
..... = [serizlstopbits | | | | nTecer [
----- = [serialdatabits | [ | | inTeGER B
----- = [serialflow I [ | [sTrRinG 4
----- = [TogglerTs | [ | [mrecer @l o]
----- = [simplerTs | | | (mrecer (@ o ]
..... = [cTSTimeout ] | | | nTEsEr 4 [1o0
----- = |CTSRe5etTimeout | | | INTEGER m 100

Figure 45: Edit driver properties
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9.5.9 Integrate connection

A connection on a Greyhound Data Collector can be ’integrated’ and used as a
gateway by another Greyhound Data Collector. In the following text, 'gateway
connection’ refers to a 'mormal’ connection which communicates with external
devices (outstations, PLCs etc) through for example a serial cable. 'Remote con-
nection’ refers to the connection on the remote server with which the 'gateway
connection’ will be integrated.

The gateway connection must have a corresponding remote connection on the re-
mote Greyhound Data Collector. The remote connection communicates with the
external devices through the gateway connection and it is possible to both read
data from and write data to the external devices through the gateway connection.
All communication between the connections is initiated by the gateway connec-
tion. This means that it doesn’t matter if the Greyhound Data Collector running
the gateway connection is located on a closed net and with a private ip-address
as long as it can connect to the remote server. This is very useful if a number of
installations located on private nets or perhaps connected through a GPRS mo-
dem, needs to be monitered. Simply integrate these servers with one public server
and all installations will be monitered from the public, 'remote’ Greyhound Data
Collector. The gateway communicates with the remote server through standard
http request which ensures a reliable connection.

Central GHS

Analogue modem

GPES modem “Broadband™, DSL, LAN etc

Gateway GHS Gateway GHS Gateway GHS

1 i i

‘ Outstation PLC/field bus ‘ Outstation PLC/field bus ‘ Onutstation/PLC/field bus

Figure 46: Integrate connection overview
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The data is sent in files which are uploaded to the remote server and the re-
mote connection must therefore be configured with the generic file driver. Note:
the names of the corresponding devices and points must be identical in both con-
nections. The connection names can however be different since a driver property
to the remote generic driver specifies which gateway system and connection to
read/write data to/from.

Which data to send (values, logs, alarms) and how often, are configured by the
user as well as if write commands that are executed on the remote server should
be automatically collected and executed. Furthermore, the gateway connection
can be configured to search for update-patches on the remote server. See table 20
for information about all available configuration parameters.

({bold = required parameter)
Enable:

Address and legin parameters for receiving server:

Sarver IP: |

Server http-port: |30

Server user nama: |

Server password: |

Communication settings:

Alvays maintain established session: ([

Use dizl-out connection:

=

Modem reboot AT-command: |

Dats communication settings: (at least one needs te be enabled, 0 = disabled)

Send values every: zeconds

Send alarms every: seconds

Fetch write-commands every: zseconds

Send logs every: seconds

Send logs from points with flag:

[}
1]
[}
1]
Filter the logs sent to a: 0 zeconds interval
b1

Check for patches every: seconds

Group settings:

Group name:

[zave] [close]

Figure 47: Integrate connection
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9.5.10 Device

A ’device’ is an outstation, PLC, I/O-card or similar which can be addressed on a
connected fieldbus. Sometimes there is no physical correspondence, but a ’virtual’
device must still always be configured in order to maintain the Greyhound Data
Collector address structure. For example, the utility drivers watcher and calculus
(see 9.5.14) uses virtual devices, as well as a couple of field bus drivers (e.g. EIB)
where the only addressing available is on point level. In most cases though, drivers
address a point within a device and hence requires both a device and point address.
The device popup contains the following parameters and functions:
If the device is disabled, it will be colour-coded in red in the tree-view.
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address filter text filter (point names/descriptions)

[rafrash] | | [.-] | | view all point fields

select all points [edit selected] [delete selected] [copy selected] [save] [cancel]

E-e* LocAL
B EBuet
H Excline

M

e
B Device name: 5540
it ] Virtuj

Device description: basement outstation

Davice physical address: PLA=254;ELA=30;
Main schematic: main 5540

Enabled: yes

[2dit] [delete]

Add one five ten points to this device.

Move or copy this device to connection I:I [cepy] [move]

Export device to import file (file saved in documents- >misc)

Reset all point-errors

[close]

Figure 48: Device parameters and functions

Device properties:

Device name: 5540

Device description: basement outstation

Device physical address: [pa=254,EL8=30;

Main schematic: main_5540

Enable device: E

[zave] [close]

Figure 49: Edit device page
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9.5.11 Point

A ’point’ is an object in a device. This object can be a set point, a parameter, part
of a time channel or similar (just about anything actually). More than one point
can be edited, copied or deleted at once by using the top menu links. Points are
selected with the checkbox available in front of every point in the tree-view. 'Edit
selected’, ’delete selected” and ’copy selected’ affects all selected points. Hence,
these links only affect points and are also available in a popup if the right mouse
button is clicked. Systems, connections and devices are edited and deleted within
respective popup as described previously. By default, the most important point
parameters are shown. All parameters can however be shown by ticking the 'view
all point fields’ checkbox in the top menu. Furthermore, each point name is a
link which opens the point overview page described in 9.5.13. Besides the point
parameters described in this section, the point overview also shows the various
internal relations between a point and for example an alarm point or a SoftPLC
rule.

address filter text filter (point names/descriptions)

[refresh] | Jrd | | "] view all point fislds
selact all points [edit sslacted] [delste sslected] [copy selected] [save] [cancel]
B LocaL
w4 EBnet
2 Excline
58 5540
Name Description Physical address Value Log interval (sec) Readable  Writeable
F DIi Digital input 1 LN=200;VAP=13;TYPE=LV; 1.0 &80 X
F DIz Digital input 2 LN=200:VAP=14;TYPE=LV; 1.0 60 x
F Bz Digital input 3 LN=200:;VAP=15;TYPE=LV} 1.0 80 x
F DI4 Digital input 4 LN=200;VAP=16;TYPE=LV; 1.0 &80 X
F DIS Digital input 5 LN=200:VAP=17;TYPE=LV; 1.0 60 x
F bis Digital input 6 LN=200:VAP=18:TYPE=LV} 1.0 80 x
F D17 Digital input 7 LN=200;VAP=13;TYPE=LV; 1.0 &80 X
F Dis Digital input 8 LN=200:VAP=20;TYPE=LV; 1.0 60 x
F ool Digital cutput 1 LN=200:VAP=47;TYPE=LV} 0.0 80 x x
F Doz Digital cutput 2 LN=200;VAP=48;TYPE=LV; 0.0 &80 X X
F DQ3 Digital sutput 3 LN=200:VAP=43;TYPE=LV; 1.0 60 x x
F oo4 Digital cutput 4 LN=200;VAP=50:TYPE=LV} 0.0 80 x x
F Al Analeg input 1 LN=201;VAP=18;TYPE=RV; §55.972046 &80 X
F AlZ Analog input 2 LN=201:VAP=21;TYPE=RV; 1828.112671 60 x

Figure 50: Point view
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A point has the following parameters:

Note: The log table size, is always a multiple of 8 kB due to the filesystem.
This means that 8 kB is the smallest filesize available. If ’Max Logsize’ is not
specified, the default value 32 will be used (about 4000 samples). When, or if, a
log file gets full the oldest samples starts to be overwritten.

"Edit selected’ reloads the page with the selected points colour coded in yellow
and editable.

If more than one point are to be edited at once, a global edit form is shown just
above the tree-view. To enable this form, tick the ’global config’ checkbox. When
a paramter is specified in the global form, all selected points will be updated but
will not be permanently saved until ”"save” is selected.

address filter text filter (point names/descriptions)

[refrash] [ ] | ] vlewall noint fislds

select all peints [edit selected] [delste selected] [copy selected] [zave] [cancel]

Name Description Physical address Value Log interval (sec) Readable Writeable
global canfig |
L.e Loca
B e
B Excline
- By 5540
Description Physical address Value Log interval (sec) Readable Writeable
Digital input 1 LN=200;VAP=13;TYPE=LV; 1.0 &0
| [Digital input 2 | [n=200;vAP=14;TYPE=LV; | 1.0
Digital input 2 LN=200;VAP=15;TYPE=LV; 1.0 50
| [Digital input < | [cv=200;vaP=18;TYPE=LV; | 1.0
Digital input 5 LN=200;VAP=17:TYPE=LV; 1.0 60
| [igital input & | [Ln=z00;vAP=18;T¥PE=LV: | 1.0
| [pigital input 7 | [cv=200:vAP=13:T¥PE=LV: | 1.0
Digital input & LN=200;VAP=20;TYPE=LV; 1.0 &0
Digital sutput 1 LN=200;VAP=47 :TYPE=LV; 0.0 60 X

Figure 51: Edit point view
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9.5.12 Point flags

Point flags are used either for enable a specific point behaviour or to group points.
The point groups are used as selection filters (flag filters) on various pages and
for point-selection in reports, e.g. include all points with flag 'k’ into a report.
See section 7.2 for manual report generation in 'Documents’ and section 9.8.3 for
automatic 'Soft PLC’ report generation.

The point flags in the table below are reserved and generates a specific point
behaviour. They can still be used for grouping and selection but the functionality
as described below will always be enabled when using a reserved flag.
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9.5.13 Point overview page

The point overview page can be accessed and opened from various parts of the
Greyhound Data Collector. There are links to this page from the point tree view,
programming page, value overview etc. In most cases where a Greyhound Data
Collector address is shown, the address is in fact shown as a link to the point
overview page for the respective point. The point overview page can also link to
the point overview page for a another point which is connected to the first point
through a calculus relation.

Besides the possibility to view and edit the various point parameters as described
above (see table 22), the point overview also offers to:

e Write new value to the point (if writeable)
e Delete the point log file

e Show point relations, i.e. connected alarm-points, SoftPLC /translator rules
and calculus points.

LOCAL.Exoline.5540.DQ1

Value [o.0 [ writs [ Resst |
Last read 2007-10-12 09152140
Point name pQi
Description Digital output 1
Physical address [LN=200;VAP=47TYPE=LV;
Unit
Flags f
Log-interval 50 [delete log file]
Log max size [0
Converter
Priarity o
Readable v
writzable ¥
Low limit 0.0
High limit 0.0
[save] [refrash] [close]
Last error
Last error at
The point is connected to the following alarm points:
Alsrm point
exo DQL larm
No PLC rules are connected to this point
The point is connected to the following translator rules:
Point 1 Data direction Point 2
[vigw] LOCAL.EIBNet.IPRouter.button ==>  LOCALExocline.5540.001

HNo Calculus points are connected to this point
[close]

Figure 52: Point overview page
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Write value

Simply enter the new value and click the write button. The result will be shown
in a new window but for actual driver result, the command log described in the
"Server logs’ section must be consulted, see section 8.

Delete point log

There are three common scenarios when the point logs are deleted. Please fol-
low the respective instructions below:

1. If the point should still be logged with the same file size: simply select ”delete
log file”. A new log file will be created automatically.

2. If the point shouldn’t be logged anymore: First change point parameter 'Log
interval’ (see table 22) to zero (i.e. disable logging). Then select system
"Apply changes’ (see table 18) wait for 30 seconds and finally select 'delete
log file’.

3. If the point should use a log file with another file size: First change point
parameter 'Log max size’ (see table 22) to the new value. Then select system
"Apply changes’ (see table 18) wait for 30 seconds and finally select ’delete
log file’.

Point relations

A point can be used as signal source (input) to alarm points (see 9.6), in SoftPLC-
and translator rules (see 9.8) as well as input to a Calculus point (see 9.5.14). All
these relations are shown on the point overview page as links which leeds directly
to the connected item.
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9.5.14 Utility driver points and functions

A couple of special utility drivers are available in the Greyhound Data Collector.
These drivers have no physical connection to external field busses and are worth
a bit of explanation to avoid confusion. The most important and used of these
are, Calculus, Watcher and T-pipe. T-pipe is used as a communication channel
driver and do not use points whilst the other two are used for various functions
defined as points. Connections running either the Calculus or the Watcher driver
therefor needs a number of points defined in order to do something useful. Each
point corresponds to a function and the point parameter 'physical address’ is used
to specify which function the respective point will have (see 22).

Although these ’virtual’ points differs from normal points and often are used to
extend the functionality of other 'real’ points, they are still handled and processed
as any other point in the Greyhound Data Collector. This means that they can
be logged, used in schematics and for alarming etc.

Calculus

The Caluclus driver is a utility driver which can perform a number of various
functions, e.g. calculate sum and avarage of other point values, save system time
and name as point values, count how many times a point changes values or for
how long another point has had a specific value. Mathematical operations such as
sine, cosine, tangent and logarithms are also available.

Points and devices used in a Calculus connection are hence virtual in that sence
that they have no direct connection to external devices (outstations, PLCs etc).
Instead they use other points as value input, perform various calculations and uses
the result as its value. Note: A Calculus point can also use another Calculus point
as value input. The Calculus functions (sums, sine, count, time etc) are specified
in the Calculus point physical address field .

Three examples:

e a Calculus point, named sum_pl_p2, with physical address (function)
"SUM(LOCAL.conl.devl.pl,LOCAL.conl.devl.p2)’ returns the sum of the
values from ’pl’ and ’p2’ points.

e A Calculus point, named ’time_pl_on’, with the physical address (function)
"TIME(LOCAL.conl.devl.pl=1)’ returns the number of seconds the point
'pl’ has had value 1.

e A Calculus point, named ’cosine_of_p2’, with the physical address (function)
"COS(LOCAL.conl.devl.p2)’ returns the cosine of the value of point 'p2’.

These relations between points through Calculus functions are shown in the
point overview page (see 9.5.13), e.g. the point overview page for 'LO-
CAL.conl.devl.pl’ in the examples above would show relations to both the Cal-
culus points 'sum_pl_p2’ and time_pl_on’.

Furthermore, Calculus points can be used to store values from other points with for
example the Soft PLC. For example, a writeable Calculus point, named ’last_time’,
with the physical point address "VALUE(0)’ can be written with the system time
by the SoftPLC every time another point, named 'p1’, has value 10. This example
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would result in that the user easily could see when the 'p1’ point last had value 10,
since this timestamp is stored by the SoftPLC to the ’last_time’ Calculus point.
System time is, as mentioned above, available as a Calculus point as well, phys-
ical address = '"CURRENTTIME (hh:mm:dd)’. VALUE(x) is a calculus physical
address (function) which result in a point with the initial value x. See 9.8.3 for
more information about the SoftPLC.

If the function string is too long (e.g. sum function for 30 points) for the point
physical address database field (50 characters limit), the function can be entered
into a text file and uploaded to the ’Address files’ directory on the 'Documents’
page. If a file is used, enter the file name in the database point field 'Physical
address’ in the format FILE=x where x is the file containing the actual address
(function), e.g. FILE=sumfunction.txt. See 7.2 for more information about 'Doc-
uments’.

For more information about Calculus and the functions available, see the Calculus
driver appendix.

address filter text filter (point nsmes/descriptions)
[refresh] [ [l | J view all point fislds
select =ll points [edit selected] [delste selected] [cony selected] [save] [cancel]
E-%* LOCAL
H  Eenet
H  Excline
SR vitus
E functions
Name Description Physical address Value Log interval (sec) Readable Writeable
F Systern name system name SYSTEMMAME() demo_server 0 x X
T | system time  system time CURRENTTIME(hh:mmiss) 10:02:56 0 x
F exo ai avarage avarage of ais FILE=aw.txt 2232.05 &0 X
F exo ai_max maximum value of ai:s FILE=max.txt 2904.316650 60 x
T | exe ai min minimum value of aits  FILE=min.txt 956.339722 60 x
F yta WALUE(110) 110 Q X X
F button count button changes CHANGED(L.EIBNet.IPRouter. button) 1.0 300 x
T | button active  saconds TIME(L.EIBN=t. IPRouter. button=1) 0 0 x x
F button active h hours Q(L.Virtual.functions.button_active,3600) 0.0 Q X X
I s of button_active_hours COS(L.Virtual.functions.button_active_h) 1.0 20 x
T | sine_bah of button_active_hours  SIN(L.Virtuzl.functions.button_active_h) 0.0 20 x
[T | loge bah of button_active_hours  LOG{L.Virtuz|.functions.button_active_h)  -inf 20 x
12 points fetchad
- variables 1
) varisbles 2

Figure 53: Calculus point examples page
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‘Watcher

Unlike the Calculus points/functions, Watcher points doesn’t use other points
as value input and are consequently not connected to other points. Depending on
the Watcher point function specified in ’physical address’, various system param-
eters and values are available as the respective point values. Some of the available
functions are: system load, time, uptime, serial port status and memory usage.
Watcher points can thus be used to (for example) generate alarms when the system
seems overloaded (high load) or for trending the amount of data going through
the serial ports.

For more information about Watcher and the functions available, see the Watcher
driver appendix.

T-pipe

T-pipe is used inside an existing 'normal’ driver stack as a gateway to the con-
nected external device. T-pipe listens a specific user define TCP port for incoming
connection request. When a user remotly connectes to this port, T-pipe takes
control of the transport driver in the driver stack and thus lets the remote user
communicate with the external device with for example third party programming
tools etc.

Example:

A Greyhound Data Collector connection uses the protocol driver "Exoline’ at stack
order 1, T-pipe at stack order 2 and the transport driver ’serial’ at stack order 3 to
read/write data from the conneceted (exoline compatible) external device. When
the remote user connectes to the T-pipe TCP-port, the user takes control over the
‘serial’ driver and can hence through this directly communicate with the external
device. When the user disconnects, normal driver functionality is restored.

For more information about T-pipe, see the T-pipe driver appendix.
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9.5.15 Converter

The converter is a layer for converting texts and numbers when sent and received
from the drivers. It can for example round and scale floatingpoint values, bitmask
integers and find and replace texts within strings. The commands is entered into
the point field ’Convert’, and consist of a semicolon separated list of commands
with parameters. This way a number can be first bitmasked, shifted right, scaled
and then finally rounded. When a value is written the commands are executed in
the opposite order using the inverse functions.

If the Convert function string is too long for the database field (50 characters
limit), the function can be entered into a text file and uploaded to the ’Conversion
files’ directory on the 'Documents’ page. If a file is used, enter the file name in the
database point field ’Convert’ in the format FILE=x where x is the file containing
the actual converter function(s), e.g. FILE=replacefunction.txt. See 7.2 for more
information about 'Documents’.

9.5.16 Converter functions

R- The ”"R-” command disables the conversion when reading values.
W- The "W-" command disables the conversion when writing values.

C- The ”C-” command disables the conversion of read values that goes to the
cachefile. Theese values are the ones used for the schematics and actual values in
reports etc.

L- The ”L-” command disables the conversion of read values that goes to the
logging subsystem. Theese values are the ones used for logging to files, and for
generating alarms.

BCD8 BCDS()

The "BCD8” command, treats the value as a 2-digit BCD value and converts
it to a normal integer.

BCD16 BCDI16()

The "BCD16” command, treats the value as a 4-digit BCD value and converts
it to a normal integer. T

BCD32 BCDS32()

The ”BCD32” command, treats the value as a 8-digit BCD value and converts
it to a normal integer.
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BITMASKS8 BITMASKS( int iMask ) or BM8( int iMask )

The "BITMASKS” or "BM8&8” command, converts the value to a 8-bit integer
and then masks (AND operator) the value using iMask. The parameter iMask can
be entered using binary, octal, decimal or hexadecimal representation (see section
9.5.17 below). There is no inverse function for this command, but the BITMASKS
command is executed as it is for writes also.

Example:

BITMASKS8(00001111b) on the value 255 equals 15
BMS8(FOh) on the value 255 equals 240

BITMASK16 BITMASK16( int iMask ) or BM16( int iMask )

The "BITMASK16” or "BM16” command, converts the value to a 16-bit in-
teger and then masks (AND operator) the value using iMask. The parameter
iMask can be entered using binary, octal, decimal or hexadecimal representation
(see section 9.5.17 below). There is no inverse function for this command, but the
BITMASK16 command is executed as it is for writes also.

BITMASK32 BITMASKS32( int iMask ) or BM32( int iMask )

The "BITMASK32” or "BM32” command, converts the value to a 32-bit in-
teger and then masks (AND operator) the value using iMask. The parameter
iMask can be entered using binary, octal, decimal or hexadecimal representation
(see section 9.5.17 below). There is no inverse function for this command, but the
BITMASK32 command is executed as it is for writes also.

REPLACE REPLACE( string find, string replacewith ) or RE( string find,
string replacewith )

The ’"REPLACE” or ’RE” command finds a string and replaces it with another
string.

REPLACEALL REPLACEALL( string find, string replacewith )
The "REPLACEALL” command finds a string and replaces is with another
string. Unlike the REPLACE function, the string searched must be identical to

the ’find’ string specified. REPLACEALL(1,alarm) has no effect on value '15’,
whilst REPLACE(1,alarm) would convert ’15’ to ’alarmb’.

ROUND ROUND( int iDecimals ) or R( int iDecimals )
The "ROUND?” or ”R” command, converts the value to an IEEE double preci-

sion floatingpoint number, rounds it to the correct number of decimals and removes
the trailing zeros. There is no inverse function.
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SCALE SCALE(double dSlope, double dOffset) or S(double dSlope, double dOff-
set)

The "SCALE” or ”S” command, converts the value to an IEEE double pre-
cision floatingpoint number and calculates the value(V) using the raw value(R)
according to the following formula:

V = dSlope * R + dOffset

The inverse formula is ( where V is the value that is written from the user
interface, and R is the value sent to the driver ):

if dSlope is 0.0
R=V
else

R = (V- dOffset ) / dSlope

SHIFTLEFT SHIFTLEFT( int iSHL ) or SHL( int iSHL )

The ”SHIFTLEFT” or ”SHL” command, converts the value to a 32-bit integer
and shifts the bits left iSHL steps. The parameter iSHL can be entered using
binary, octal, decimal or hexadecimal representation (see section 9.5.17 below).

SHIFTRIGHT SHIFTRIGHT( int iSHR ) or SHR( int iSHR )

The ?SHIFTRIGHT” or ”SHR” command, converts the value to a 32-bit inte-
ger and shifts the bits right iSHR steps. The parameter iSHR can be entered using
binary, octal, decimal or hexadecimal representation (see section 9.5.17 below).

SWAP16 SWAP16()

The ”"SWAP16” command swaps the high and low octets in a 16-bit word.

9.5.17 Converter Parameters

Integer parameters Integer parameters are entered using the figures 0-9, A-F
(hexadecimal) and the minus sign ”-” for decimal numbers. Integer parameters
can be entered using either binary, octal, decimal or hexadecimal representation.
To use binary representation, just add the letter ”b” at the end of the number:
11001000b. To use octal, add "0” and for hexadecimal use "h”. To use decimal
representation add ”d” or add no letter.

Example:

BM16(FF00h)
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BMS(4o)
BMS(255)
BM16(111100000000b)

Floatingpoint parameters Floatingpoint numbers are entered using figures
0-9, ”-”, the exponent ”"e” and the decimal separator ”.”.

Example:

SCALE(-0.34e1,2.4)

String parameters String parameters is entered using any character exept for
the reserved characters ’;’, ’’, (" and ’)’.

Example:
REPLACE(On,Alarm)
REPLACE(Off,0)

9.5.18 Converter examples

Alarm bit Extract an alarm bit in a register value
"W-;BITMASK16(1000b);SHR(3)”

”W-” disables the function when writing. In this case because there are other
flags in the register, and we don’t know the value of theese, and can therefore not
set the register value.

"BITMASK16(1000b)” masks unwanted information from the register. Now the
value will be either 0 or 8. The reason for using BITMASK16 instead of BIT-

MASKS in this case is only cosmetic. The source register is a 16-bit register.

”SHR/(3)” shifts the value right 3 bits so the value will be either 0 or 1.

Alarm bit to text Extract an alarm bit in a register value and convert to text.
"W-;L-;BITMASK16(1000b);SHR(3);REPLACE(0,No alarm);REPLACE(1,Alarm)”

See the description for "W-?, "BITMASK16(1000b)” and "SHR(3)” in section
9.5.18 above.

”L-" is used to disable the conversion for logging and alarms. To log the value 0
or 1 for the flag, use the example in section 9.5.18 above instead.

"REPLACE” is used to set the text "No alarm” when the register flag is 0, and
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the text ” Alarm” when the register flag is 1.

Text registers Replace text values read from a controller and converts them
into numerical values, so it is possible to log the values and to create alarm events.
"REPLACE(ON,1);REPLACE(OFF,0)”

"REPLACE(ON,1)” replaces all occurances of ?ON” to 1.
"REPLACE(OFF,0)” replaces all occurances of ”OFF” to 0.
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Parameter Description
Enable Enable/disable integration of the connection.
Server IP Remote Greyhound Data Collector ip address.

Server http-port

Server user name

Server password

Always maintain established
session

Use dial out connection

Modem AT reboot command

Send values every

Send alarms every

Fetch write commands every

Send logs every

Send logs from points with

flag

Filter logs sent

Check for patches every

Group name

Remote Greyhound Data Collector http port
(default 80).

Remote Greyhound Data Collector user name
(login account).

Remote Greyhound Data Collector password.
Dont disconnect from the remote Greyhound
Data Collector in between requests.

Select this if the server connects to the net-
work (Internet) through a modem connection.
If a modem connection is used, an AT com-
mand can be specified which is executed au-
tomatically when the system encounters com-
munication problems. Any command can be
specified but a modem reboot command is rec-
ommended.

Decides how often in seconds current values of
all points are sent to the remote Greyhound
Data Collector.

Decides how often in seconds to check for, and
possibly copy new alarms to the remote Grey-
hound Data Collector.

Decides how often in seconds to check for, and
possibly collect new write commands from the
remote Greyhound Data Collector.

Decides how often in seconds point log data of
selected points are sent to the remote Grey-
hound Data Collector.

Selects which points to include when sending
logs, e.g. all points with flag 'k’.

Decides the minimum seconds in between two
sequential log samples.

Decides how often in seconds to check for,
and possibly download and apply new patches
from the remote Greyhound Data Collector.
Patches are identified with the local system-
name, configured in network and system set-
tings 9.3.10, or with the group name described
below.

All gateway servers with the same group name
checks for the same patch on the remote Grey-
hound Data Collector (patch name = group
name).

Table 20: Integrate connection
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Parameter/function

Description

Name
Description
Physical Address

Main schematic
Enabled

Edit

Delete

Add points
Move/copy

Export device to import file

Reset all point errors

Device name.

Device description.

The device physical address. Used by the
drivers to address the external device. De-
pending on which driver is used, different ad-
dress parameters and formats are expected.
See respective driver appendix for more infor-
mation.

Optional, used by the Value overview report,
see 7.1.

Enable/disable the device.

Opens the edit device page.

Deletes the device and all points belonging to
it.

Adds 1, 5 or 10 new points to the device.
Move or copy the device and all points belong-
ing to it, to the same (copy only) or another
connection.

Export device to a Craft Designer import file.
See Craft Designer manual for more informa-
tion about import files.

Resets the point error fields. See sec-
tion 9.5.11 for more information about point
fields/parameters.
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Parameter Description

Name Point name.

Description Point description.

Physical Address The point physical address. Used by the drivers
to address the a single value/register in an exter-
nal device. Depending on which driver is used,
different address parameters and formats are ex-
pected. See respective driver appendix for more
information.

Convert Convert function such as scaling or bitmasking.
See section 9.5.15 for more information.

Value Current value of the point.

Unit Unit, such as m, kWh, Hz or similar. If ”%” is
wanted, specify ”%%”.

Flags Different flags can be specified in order to enable
specific point behaviour or for point grouping.
See section 9.5.12 for more information.

Log interval Decides how often in seconds the read value
should be stored for trend analysis. (0=don’t
store).

Log table size (kb) Decides how much historical data to store in kB
(1 sample = 8 bytes).

Priority 0 or 1 means that the point is read every read
cycle. Higher values means that the point is read
more seldom. Not all drivers support this, se re-
spective driver appendix.

Readable Decides if the point should be read.

Writeable Decides if the point can be written.

Low limit Used by the value overview report for value colour
coding, see section 7.1. If the point is configured
with the flag 1’ (enable low limit check flag) and
the point value is below ’Low limit’, the value is
shown in red.

High limit Used by the value overview report for value colour
coding, see section 7.1. If the point is configured
with the flag h’ (enable high limit check flag) and
the point value is over 'High limit’, the value is
shown in red.

Last error Description of last error.

Last error at Time when last error occurred.

Table 22: Point
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Flag

Description

ALHL

Clock log point. Log the point exactly at minute
change. Note: ’Log interval’ must be more than
zero, for example log interval 900 (every 15:th
minute) and c-flag, will result in a stored log sam-
ple at 00:00, 00:15, 00:30, 00:45, 01:00, 00:15 etc.
Only log when value changes. Each value is com-
pared to last read value, not last stored, so equal
values can be stored anyway. If 'Log interval’ is
zero, every change is stored. If ’Log interval’ is
greater than zero, the point will not be logged
more often than this interval.

Force log even on errors (such as wrong checksum
etc).

Store every reading, regardless of other parame-
ters.

Enable high limit check in value overview report
(See 7.1). h-flag is used together with the point
parameter ’high limit’.

Enable low limit check in value overview report
(See 7.1). 1-flag is used together with the point
parameter ’low limit’.

Previously used for alarm generation. Reserverd
for backward compatibility reasons.
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9.6 Alarms
9.6.1 Overview

Alarms are either read directly from the external devices (e.g. alarm stack scan-
ning) or generated by the Greyhound Data Collector. Not all drivers support direct
reading of alarm stacks but generated alarms can be configured for all points de-
fined in the Greyhound Data Collector. Furthermore, the main alarm list (which
shows active and unacknowledged alarms) only displays generated alarms. Alarms
read from external alarm stacks etc are only avaialable in the historical alarm event
list. This section describes how to configure alarms handled and generated by the
Greyhound Data Collector and the following text refers exclusively to configura-
tion of generated alarms, from now on referred to as ”alarm” or ”alarm point”.
For information about how the the resulting alarms are shown in the different
Greyhound Data Collector alarm lists, see section 5.

For each alarm handled by the system, an alarm-point needs to be configured.
An alarm-point is not the same thing as a point (data point) as described in
section 9.5.11. An alarm point defines how an alarm should be generated and var-
ious funtions such as connected documentation and/or schematics. Data points
are however used as ”signal source” to the alarm-points and therefore ultimately
decides when an alarm is genereted.

address filter text filter
[ratrash] [dear] [ ] [

selectall  [new] [edit] [delste] [duplicate] [ssve] [cancel]

[=eoly changes] (note: restarts all drivers)

Alarm type

Digital alarm ( positive slope

Priority  Signal source Limit  Alarm text (active) Alarm text (inactive)
5 LOCAL Exoline.5540.0Q1 DQt high BQt low

e) & LOCAL Exeline.5540.0Q2 0Q2 high £Q2 low
5 LOCAL.Exoline.5540.0Q3 DQ3 high DQ3 low
3
A

LOCALExoline.5540.0Q4 DQ4 high DQ4 low
LOCAL.Virtual functions.button_active 100.0  button active mors than 100 s button active normal

Figure 54: Alarm configuration page
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9.6.2 Alarm point configuration

Add alarm points with the "new” link. The "edit”, ”delete” and ”duplicate” links
affects all alarm points which are selected in the respective checkbox. The available
filters in the top menu enables the user to limit the alarm points shown. With
” Address filter”, only alarm points with signal source from a specific Greyhound
Data Collector address can be selected, e.g. only show alarm points with signal
sources (data points) from a specific device. ”Text filter” affects the alarm point
name, e.g. only show alarm points with the string ”out” somewhere in the name.
When "edit” is selected, all available parameters of the alarm points selected are
shown.
The follwing parameters can be configured for alarm points (required parameters
in bold):

Note: After having added or changed any alarm configuration ”apply changes”
is required. See table 18 for more information about ”apply changes”.

address filter text filter
[refresh] [dlzar] [ ] [

selsct sl [new] [=dit] [delste] [duplicats] [ssve] [sancsl]

[=2pply changas] (note: restarts all drivers)

ID_ Gen Texts Sending
EA\ar s Signal source Priority(activa) Alarm name Alarm format
Digeel2lam Cposiie slope ) [|oeALmecinasmmas Tl 5 (4 i It
Delay read cycles Briority(inactive)  Alarm text (active)
Discard inactive avents o & Q5 high

Delay saconds Limit Alarm text (inastive)

Figure 55: Alarm configuration, edit

9.6.3 Upgrade

Alarms were previously configured directly at data-point level. If the Greyhound
Data Collector finds alarms defined in this way, it will present the user with an
upgrade option. When upgrade is selected, new alarm points are automatically
created and the parameters: alarm type, limit, name, alarm text active and alarm
text inactive are imported.
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Parameter

Description

Alarm type

Alarm name

Alarm text (active)
Alarm text (inactive)
Priority active
Priority inactive
Signal source

Limit

Delay read cycles
Delay seconds
Discard inactive events

Document

Schematic
Command

Command text

Alarm format

Determines the alarm type, see table 25 below.
Name of the alarm-point.

Description text for active alarm event.
Description text for inactive alarm event.
Priority (A-D) for active alarm event.

Priority (A-D) for inactive alarm event.

Data point used as input value.

High or low limit value for high/low limit alarm
types.

The signal source value must fulfill the alarm cri-
teria (e.g. over limit) for this number of consecu-
tive reads before the alarm is generated.

The signal source value must fulfill the alarm cri-
teria (e.g. over limit) for this number of seconds
before the alarm is generated.

Dont generate inactive events.

Link a document to the alarm. See section 7.2 for
more information about document handling.
Link a schematic to the alarm.

Configure a command which the user can ex-
ecute directly from the alarm list (see sec-
tion 5 for more information about the alarm
list). Commands are entered in the for-
mat: “data point address=value”, e.g. "LO-
CAL.con.controllerl.alarm _state=0".

Text used as execute command link, e.g. "reset
this alarm”. When the user clicks this link in
the alarm list, the corresponding command con-
figured is executed.

Specific message format used for this alarm-point.
See section 9.7.3 for more information about mes-
saging formats.

Table 24: Alarm point paramters

January 9, 2008

74



9.6 Alarms 75

Alarm type Description

Digital alarm (positive slope)  Generate active alarm when signal source value is
1 (limit parameter not used).

Digital alarm (negative slope) Generate active alarm when signal source value is
0 (limit parameter not used).

High limit alarm Genarate active alarm when signal source value
is over the ”Limit” specified.
Low limit alarm Genarate active alarm when signal source value

is below the ”Limit” specified.

Table 25: Alarm types
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9.7 Accounts
9.7.1 Overview

The accounts page is where all the user specific settings are configured. Each
account corresponds to a user and is divided in two parts: security and messag-
ing. The security part handles all Greyhound Data Collector user validation and
authorization such as login and specific page access. The messaging part is where
the users recipient addresses such as e-mail and sms addresses are configured.
The accounts are categorized in different user groups. Each user groups corre-
sponds to a specific security/access level but doesn’t have any meaning or affect
on the messaging settings.

The accounts page top menu offers the following function links:

Function Description
Add user group Add a new (generic) user group.
User login status Shows the users currently logged in.

Clear outgoing message queue Deletes all currently queued messages. Tooltip
shows the number of messages queued.

Send message Send messages to one or all configured recipient
addresses.
Apply security changes Required after having changed any security set-

ting such as page access, login names, passwords,
new/deleted or moved user.

Table 26: Top menu function links

Ce )= ) ) ) Te e )~ )72 )

netrork and system settings  system info  points  alarms  >accounts<  programming  other  reboo

[refresh] [add user group] [user login status] [glear outgoing message gueue] [send message] [apolv security changes]

@-fF Administrator level (Complete access including configuration and Il system-lags)

#-ff Super userlevel (High level extandad with account configuration acc.
AF High level access (Madium lavel extended with write-permissions, logs and Craft access)
## Medium level access (Read-only, view all schematics, slarms and trends)
€ Generic access (Individual user-access, default only startpage available)

u
H-x

Unreferenced (Ungrouped users and addresses without user-connection)

Figure 56: Account configuration, overview
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9.7.2 Security

User security settings are divided in two parts: user parameters such as name,
password etc, and page/function access. User parameters are viewed and config-
ured by clicking the user name. See table 9.7.2 below for information about all
available user parameters. The page and function access is found if both the user
and and the security tree-nodes are opened (with the '+ icons). The security
tree-node is divided in four parts: read-, write-, schematic- and system compo-
nents access. The read and write parts defines from/to which Greyhound Data
Collector addresses read and write is possible. A user can hence for example be
configured to have read access from the entire system but only write access to a
specfic connection or device, e.g. "LOCAL.conl.contoller_basement”. See section
9.5.2 for more information about Greyhound Data Collector addresses.

In the schematics part, users can be granted access to all or any other possible
subset of the available schematics on the Greyhound Data Collector. If a user has
access to a schemtic where data point values from a non-authorized Greyhound
Data Collector address are included, these particular values will not be displayed
on the schematic. The ”Value overview” page (see section 7.1) will however com-
pletely exclude devices to which the user hasn’t got read access.

The ”system components” represents the various pages and functions on the Grey-
hound Data Collector to which the user can be granted access. See table 9.7.2 for
information about all available system component access objects.

The easiest way to grant a user access to the Greyhound Data Collector is
to use the pre-defined medium-, high-, super user- or administrator level user
groups. The user account will inherit the group authorization level and the only
thing required to manually configure is the user security parameters, e.g. login
name and password. Specific access settings found below the security tree-node
(read/write/schematic/system) for users in these groups are readonly and can not
be changed. Access authorization for users in the generic user group (or any user
created group) can however be individually configured for each user account. Read,
write and schematic access is then added by clicking the corresponding '+’ icons
which opens the respective select windows. To remove a read/write/schematic
access, simply click the ’-” icon in front of the access object. System component
access is configured by clicking the ”edit system access” link and then ticking the
checkboxes of the respective objects. Note: Dont forget to apply the security
changes after having changed the security settings.

Access-specification for the default user groups are found in table 9.7.2. Note:
The unreferenced and Generic groups are not shown in this table. All unrefer-
enced accounts (including connected messaging settings) are completely disabled
and generic accounts has by default only login access.
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[cefresh] [add user group] [user login status] [clear outgoing message gueue] [send message] [apsly security changes]

- €8  Administrator level (Complete access including configuration =nd all system-logs)

- ¥  Superuser level (High level extended vith account configuration access)
E- ¥F  Highlevel access (Madium level extendad vith write-permissions, logs and Craft access)
! [add user]

User

€ Mike Johnson

e

Medium level
) User nama: Mike Johnson
Generic acces
Login name: mike
Unreference:
Password: ko
Locked out: ves
Walid from: 2007-10-12 10:20:27
walid until: 2012-10-12 10:20:27

Inactivity timecut: 000
Allow login from:  allip-addresses

Start page: /areyhound/web_secure/index.html

[=dit] [delste]

[close]

Figure 57: User security parameters

Parameter Description

User name Name of the user.

Login name Login name (UID)

Password User login password (PWD).

Locked out Account disabled (locked out). Note: Accounts

are automatically locked out after 10 consecutive
failed login attempts.

Valid from Account is valid from this date and time.

Valid until Account is valid until this date and time.

Inactivity timeout Forced automatic logout after this number of sec-
onds of user inactivity.

Allow login from Possible to specify a specific ip or net address
from where the corresponing user is allowed to
login, e.g. 123.23.45.75 or 243.24.* *

Startpage User startpage after a successfull login.

Table 27: User security parameters

The ”edit” link openes an edit window where all the parameters can be con-
figured. Users can also be moved to another user group from this window. The
”delete” link moves the user account to the "unreferenced” group or completely
deletes the account if ”delete” is selected for accounts already in the ”unrefer-
enced” group. Note: Default administrator account can neither be moved to
another group or deleted.
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[refresh] [2dd user aroun] [user login status] [clear outgeing messsge gusue] [send messsqe] [apoly security chsnges]

% Administrator leval (Complete access including configuration and 2l system-logs)
¥ super user leval (High leval extanded vith account configuration access)
B High level access (Medium leval extanded vith urite-permissions, logs and Craft ace

[2dd user]

User
=@ Mike Johnsen

58y securty

Members in this user-group are locked to the pre-defined group permissions
If specific permissions are required (that are not applicable in the medium,

high, super user or admin level groups), please move user to either the default
'generic’ or any user-created group

Write access:

X System 'LOCAL' =nd all connections, devices and points belonging to this system

Read access:
X System 'LOCAL' =nd all connections, devices and points belonging to this system
Schematic access:

X view all schematics

System components access:

X allow acknovizdge alarms
X view document:
X view commandlog
view user error log
X zllew configuration menu
X allow upload (sites/schematics/ documents)
X zllow online access fram Craf
disable account lockeut on login-failure
allow user to configurs nen-admin accounts
X allow alarm reset command vith sms

X view alarms
X view trands/history
X zllow logs manu
X view systam and connaction logs
view user evant log
all cenfiguration alloved
allow rebost
X allow online publish from Craft
X allow user to configurs eun account
X allow alarm acknoviedge vith sms
allow rebost vith sms

Messaging

AF Medium level access (Read-only, view all schematics, alarms and trends]

& Genen

¥ Unreferenced (Ungrouped users and addresses vithout user-connection)

access (Individusl user-access, default only startpage svailsble)

Figure 58: Security configuration tree view, pre-defined user group

Figure 59: Security configuration tree
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£ Generic access (Individual user-accass, default only startpage available)

[add user]
User
€ user:
P o8 security

Note: Changes in this form will not be applied until ‘apply security changes' is executed.
Wirite access: 4
No vrite allowad
Read access: &

= Device LOCAL.Exoline.5540 and all points belonging to this device

= Connection LOCAL.Virtual and all devices and points belonging to this connection

Schematic access: 4

= View schematic in slot 1
= View schematic in slot 2

System components accass:

[edit system access for this user]

view alarms allow scknovwledge alarms

view trends/history view documents
allow logs menu view commandlog
view system and connection logs view user error lag
view user event log allow configuration menu
all configuration alloved allow upload (sites/schematics/documents)
allow reboat allow online access from Craft
allow online publish from Craft disable account lockaut on login-failure
allow user to configure own account allow user to configure non-admin accounts

allow alarm reset command vith sms

allow alarm acknovledge vith sms

allow rebost vith sms

= Messaging
user2

&

view, generic group
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Component

Description

View alarms
View trends
Documents and reports

Logs menu
Command log
Configuration menu

Configure own account

Acknowledge alarms
System/connection logs

Upload

Craft online access

Craft online publish

Alarm acknowledge with SMS
Alarm reset command with SMS
Configure non-admin accounts
User error log

User event log

All configuration allowed
Reboot

Dont lockout on failed login

Allow reboot with SMS

View alarm status end events (see 5).

Access the trend/graph page (see 6).

Access to documents and value overview report
(see 7). Note: ”Value overview” requires read
access in order to display values.

Access server logs menu (see 8).

View command events in the server log (see 8).
Access configuration menu (required in order to
”configure own account”).

Configure the basic security parameters such as
name and password as well as messaging recipient
addresses for its own account. Note: User cannot
change authorization/security level.
Acknowledge alarms in the alarm lists (see 5).
View system and connection events in the server
log (see 8).

Allow upload of Craft sites, documents and
schematics.

Online access to data points etc from Craft.
Online publish from Craft.

Allow acknowledge commands from the users
messaging SMS address (see table 32).

Allow reset commands from the users messaging
SMS address (see table 32).

Full configuration access for all non-admin ac-
counts.

View user error events (failed login etc) in the
server log (see 8).

View user events (login etc) in the server log (see
8).

Complete configuration access.

Allow user to reboot the Greyhound Data Collec-
tor (see 9.14).

Disable the automatic account lockout on 10 con-
secutive failed login attempts.

Allow reboot command (sms with text = ’re-
boot’) from the users messaging SMS address.

Table 28: System components access objects
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Component Medium High Super user Administrator

Value read access

All schemtics

View alarms

View trends

Documents and reports

Logs menu

Command log

Configuration menu
Configure own account

Write value access
Acknowledge alarms
System/connection logs
Upload

Craft online access

Craft online publish

Alarm acknowledge with SMS
Alarm reset command with SMS
Configure non-admin accounts
User error log

User event log

All configuration allowed
Reboot

Dont lockout on failed login
Allow reboot with SMS

RNl
R R il i i e e R e i
SRR R Tl Wi R R i e e

R B il R i R i e i Il e

Table 29: Default user groups component access
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9.7.3 Messaging

The Greyhound Data Collector messaging system handles all messages sent by the
Greyhound Data Collector to recipient addresses. Messages can be sent in three
different ways: as e-mails, sms:s through a GSM modem or as messages printed
directly on a Greyhound Data Collector serial port. A corresponding ”service”
must be configured and used for the respective messages. A SMTP service is used
for e-mail recipients, a GSM modem service for sms and a serial port service for
printer messages. The services defines for example which SMTP server to use or
the serial port parameters (e.g. baudrate, parity etc) the connected GSM modem
uses. Services are not account specific, i.e. a single SMTP service can be used for
all e-mail recipients, and the services are therefore not configured on the accounts
page. See section 9.10.1 for more information about messaging services.

The Greyhound Data Collector messaging system handles seven types of messages:
alarms, status reports, data reports, system events, connection events, security
events and command events. All types except data reports are configured for each
recipient address in the messaging tree-node. ”Data reports” are generated by the
Soft PLC and the recipient addresses used for the respective reports are configured
directly in the SoftPLC rule which creates the report. See section 9.8.3 for more
information about the Soft PLC. The other message types are described in table
30 below.

Message type Description

Alarms All alarms read and generated by the Greyhound
Data Collector can be sent in various formats.
Status reports Status reports are generated internally and con-

tains overall system performance. See section
9.10.3 for information about how status reports
are generated.

System events Various system level events (also displayed in the
server log, see section 8).

Connection events Various connection level events (also displayed in
the server log, see section 8).

Security events Various security and user validation (login etc)
events (also displayed in the server log, see section
8).

Command events  Write commands executed by the users (also dis-
played in the server log, see section 8).

Table 30: Message types
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Add/edit/delete recipient addresses, parameteres and funtions

Each account can be configured with one (or more) recipient address(es). To
add a new recipient address, click the ”add address” link. This creates a new re-
cipient address entry which then must be configured. All configurable parameters
and functions have an edit ('pencil’) and a delete ('minus’) icon directly to the left.
The green ’plus’ icon to the right of ”Receive alarms from” and time/text filters
adds a new entry for the respective function. After having added for example a
new text filter, the new filter entry must be edited and saved. Table 31 below
describes the various parameteres and functions which can be configured for a
recipient address. The parameters in bold are required and must be configured by
the user whilst the others are optional. Note: By default a new recipient address
is pre-defined to receive all alarm messages.

[refresh] [add user group] [user login status] [clear cutgoing message gueue] [send message] [apply security changes]

Bﬁ Administrator level (Complate access including configuration and zll systemi-logs)

[2dd wser]

User

[ ﬁ Administrator

[]--ﬁ Super user lewvel (High level extended with account configuration access)

[—]ﬁ High level access (Medium level extended with write-permissions, logs and Craft access)
[2dd user]

User

2§ Mike Johnson

% Security

[F-E] Messaging

[2dd address]

Addrass Type Sarvice Format subject Format body
é = mike@mail.com normal SMTP alarm from [SH [D] ([ADR], [TR

Receive alarms from 4

é‘ = Systern LOCAL and all connections, devices and points belonging to this system
No time filters defined &=

No text filters defined &

él Other message types

Send status reports

Send system events

Send connection events
Send security events

Send command/write events

ﬁ Medium level access (Read-only, view all schematics, alarms and trends)
ﬁ Generic access (Individual user-access, default only startpage available)

%2 Unreferenced (Ungrouped users and addresses without user-connection)

Figure 60: Recipient addresses
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Parameter /funtion

Description

Address

Type

Service

Format subject/body

Receive alarms from

Alarm time filters

Alarm text filters

Other message types

The recipient address, e.g. an e-mail address or a phone
number.

"Normal” or ”Delayed”. Normal means that all alarms
are sent immediately to the recipient address. Delayed
means that only alarms that hasn’t been acknowledged
during the delay are sent. The delay time is by default
15 minutes but can be configured, see section 9.10.2.
Select which messaging service to use, i.e. SMTP, SMS
or PRINT (see section 9.10.1).

Alarm messages are formatted with 'tags’ and free text.
A tag corresponds to a specific field in the alarm, e.g.
description, priority etc, and the tag is replaced with
actual alarm information before being sent. ”Format
subject” is used in the email subject field and ”Format
body” in the email body field if it is an e-mail recip-
ient address. If it is a sms or printer recipient both
these fields are used together as one. See table 32 for all
available tags.

Each recipient address must be connected to at least one
Greyhound Data Collector address (see section 9.5.2)
in order to receive alarms. Alarms which originates
from the Greyhound Data Collector address level con-
figured, and the levels below, will be sent. For exam-
ple: "LOCAL.MyConnection” will result in that alarms
from the connection "LOCAL.MyConnection” and de-
vices/points belonging to this connection will be sent.
Note: More than one entry can be configured. By de-
fault "LOCAL” (system level) is created which means
that all alarms are sent.

With the time filters, users can decide not to receive
alarms to the recipient address at certain dates, week-
days and times. More than one time filter can be used
and combined to the same recipient address.

With the text filters, users can both decide not to re-
ceive alarms or to only receive alarms that contains a
specific string. Specific alarm fields can be used in the
filter if ”tag=string” is specified, e.g. ”"[P]=A" means
dont send (or only send) if the alarm has priority A.
More than one text filter can be used and combined to
the same recipient address.

Tick the checkboxes to receive the corresponding mes-
sage types. See table 30 for information about the avail-
able message types.

Table 31: Recipient address parameters and functions

Note: "Type” (normal or delayed), ”format” (body and subject), ”Receive
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alarms from” and time/text filters only affects alarm messages. The other mes-
sage types (reports and system/connection/security/command-events) is hence
not affected by these parameters and functions.

.4 High level access (Medium level extended vith write-permissions, logs and Craft access)

[=dd user]

User
€ Mike Johnson

By security

i.[F Messaging

[2dd address]

Address Type Service Format subject Format body
£ = mike@mail.com normal SMTP alarm from [SN] [D] {[ADR], [TRT}

Receive alarms from &
£ = Systam LOCAL and all connections, devices and points belonging to this system

Alarm time filters 4

[s=ve] [cancel] De net send between (hhimm): [00:00 | =nd [23:53

Use this filter between dates (MM-DD): and [07k31 | {e.g. 11-01 = november first)

No text filters defined 4

£ Other message types

Send status reports

Send system events

Send connection events
Send security events

Send command/urite events

Figure 61: Edit time filter

.47 High level access (Madium level extended with write-permissions, logs and Craft access)

[=dd user]

User
€ Mike Johnson
By security

= Messaging

[2dd address]

Address Type Service Format subject Format body
£ = mike@mail.com normal SMTP alarm from [SN] [D] ([ADR], [TRI]

Receive alarms from &
£ = Systam LOCAL and all connections, devices and points belonging to this system

Alarm time filters 4
£ = Dont send between 00:00 and 23:59 on tus, wed, thu between dates 06-01 and 07-31

Alarm text-filtars df

£ = Dont send if alarm contains: 'pump alarm’
[save] [cancel]  Dont send if alarm contains: [
£ Other message types

Send status reports

Send system events

Send connection events
Send security events

Send command/urite events

Figure 62: Edit text filter
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Format tag Description

"[SN)’ Server name configured in system and network settings.

'[N Alarm (alarm point) name.

‘D) Alarm description (alarm point active/inactive texts).

'[TR) Timestamp read.

'[TA) Timestamp of alarm (might be different from ”times-
tamp read” if it is a scanned (not generated) alarm.

'[F) All alarm flags.

"[S) Alarm status (alarm or normal).

'[P) Alarm priority (A, B, C or D).

'[ADR)’ Alarm Greyhound Data Collector address/signal source.

'[AC) SMS Acknowledge alarm command. If this tag is used

instructions on how to acknowledge the alarm remotely
with an SMS is included in the message. Note: The
acknowledge sms must be sent from a phone number
configured as a recipient address to a user account which
is authorized to send the SMS acknowledge command,
see section 9.7.2 for more information about security and
user account authorization.

'[RCP SMS reset alarm command. If this tag is used instruc-
tions on how to execute the configured alarm point com-
mand remotely with an SMS is included in the message.
Note: The reset command sms must be sent from a
phone number configured as a recipient address to a
user account which is authorized to send the SMS reset
command, see section 9.7.2 for more information about
security and user account authorization and section 9.6
for information about alarm commands.

'<BR>’ Adds a linefeed to the message.

Table 32: Message format tags

Alarm format can also be configured specifically on alarm point level (see sec-
tion 9.6) and if so, it overwrites the recipient address specific format specified.
Since there is only one format field avaialable to each alarm point, two additional
tags can be used for alarm point specific formats: '[SUBJECT] and '[BODY]".
Everything after '[SUBJECT]’ but before '[BODY]’ is used as "Format subject”
and the part after '[BODY]’ is used as ”Format body”.

Example: ”[SUBJECT]Alarm [N] from [ADR][BODY][D]Occurred at [TR]”.
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Example

In the following example user Administrator has two recipient addresses.

The

email address ("admin@mail.com”) receives all alarms immediately. Security

events and status reports are also sent to this address.

The sms address (70707123456789”) only recieves unacknowledged (delayed)
alarms from either the 755407 or "IPRouter” devices, outside office hours at week-

days and if the string "high water level” is found somewhere in the alarm.

B ﬁ Administrater

EE Messaging

[2dd address]

Address Type Service Format subject Format body
él = admin@mail.com pormal SMTE alarm from [SNH [O] ([ADRT, [TR

Receive alarms from
él = System LOCAL and zll connections, devices and points belonging to this system

No time filters defined 4

No text filters defined 4
él Other message types
Send status reports

Send system events

Send connection events
Send security events
Send command/write events

Address Type Service Format subject Format body
é‘ = 0707123436789 delayed 35M3 alarm D] from [SN] (not acknowledged)

Receive alarms from
é‘ = [evice LOCAL.Exoline.5540 and zll points belonging to this device
él = Device LOCAL.EIBNet.IPRouter and all points belonging to this device

Alarm time filters 4
é‘ = Dont send between 08:00 and 16:00 on mon, tue, wed, thu, fri between dates 01-01 and 12-31

Alarm text-filters 4
é = Send if alarm contains: "high water level'

é‘ Other message types

Send status reports

Send systemn events

Send connection events
Send security events

Send command/write events

Figure 63: Example

January 9, 2008
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9.8 Programming
9.8.1 Overview

The Greyhound Data Collector can be programmed to process various logical
"rules”. The programming rules are of two types: Translator or SoftPLC. Trans-
lator rules are always created in the default translator group whilst Soft PL.C rules
can be created in either the default Soft PLC group or in SoftPLC groups created
by the user.

The top menu edit and delete links affects all rules which have been selected with
the respective checkbox in front of every rule. If the top menu checkbox ”Point
links” is checked all Greyhound Data Collector point addresses included in the var-
ious rules are displayed as links. Left click on this link opens the point overview
page (see 9.5.13) whilst right click opens a popup where current point value can
be viewed and possibly written (if point is writeable).

e )T ) ) Te ) Te T2 )T )

natwork and system settings  system info points alarms accounts zprogramming< other reboot

Tt

Show selected only Point links

[refresh] [edit] [delete] [save] [cancel] [add plc group] [zpely plc changes]

0 Translator rules (default system generated group) Resclution: 0 (real-time)

9 Ungrouped PLC rules (default system generated group) Resclution: 1 sec

Figure 64: Programming overview
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9.8.2 Translator

Translator rules are specialized for one purpose only, to transfer data point values
to other data points. Each rule is configured with two points where at least one
has to be writeable. The rule constantly checks the point values and if one has
changed it is immediately written to the other point if the other point is write-
able. Translator rules can therefore be used to move values from one connection
(i.e. field bus) to another connection and hence translate values from one external
device to another one. Values read from a Konnex field bus can for example be
translated and used on a BACnet field bus.

Note: the server must be rebooted after having changed or added/deleted trans-
lator rules.

Show selected only Point links

[refresh] [edit] [delste] [save] [cancel] [2dd plc group] [2pply plc changes]

E %* Translator rules (default system generated group) Resclution: 0 (real-time)

[2dd translator-rule]

Point 1 Data direction Point 2 Enabled
LOCAL.EIBNet. IPRouter.button == LOCAL.Excline.5540.001 yes
LOCAL.EIEMet. IPR outer.temperature === LOCAL.Exoline.5540.A01 Yes
LOCAL. Virtual.variables i.var 1 <==> LOCAL Virtual.variables Z.var 1 yes

%* Ungrouped PLC rules (default system generated group) Resclution: 1 sec

Figure 65: Translator rules
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9.8.3 SoftPLC

Soft PL.C rules can be divided in different SoftPL.C groups. The Greyhound Data
Collector has a pre-defined (” Ungrouped”) group and rules in this group are pro-
cessed once every second. Other SoftPL.C groups can be created with the ”add plc
group” link. User created groups can be configured with group name/description
and resolution with the edit (’pencil’) icon. Resolution decides how often rules in
the corresponding group are processed. For overall system performance reasons,
it is recommended to divide SoftPLC rules into different groups depending on the
time-requirements of the rules. It is for exemple not necessary to process rules
which handles slow processes, e.g. turn of the light once per day, every second.

A SoftPLC rule is configured with a number of criterias and actions. Criterias
decides when to execute the configured actions. When the criteria(s) are fulfilled
the rule goes active and executes the corresponding ”positive slope” actions. Ac-
tions can also be configured to be executed on the ”negative slope”, i.e. when the
rule goes inactive (hence criterias not fulfilled).

Criterias and actions are added to a rule be using the respective '+’ icons in the
rule overview box which is displayed if the rule is expanded. After having added
the number of criterias and actions required, tick the rule checkbox and select
”edit” in the top menu to configure the rule, criterias and actions.

Note: ”Apply plc changes” (top menu link) is required after having changed or
added/deleted SoftPLC rules.

See tables below for information about rule parameters and for descriptions of the
various criteria and action types available.

January 9, 2008 90



9.8 Programming 91

Rule parameter Description

Name Rule name.

Description Rule description.

Criteria logic "AND’ means that all criterias must be fulfilled in or-
der for the rule to go active. As soon as at least one
criteria isn’t fulfilled, the rule goes inactive. If 'OR’ is
selected, the rule goes active as soon as (at least) one
of the criterias is fulfilled and thus requires that none of
the criterias are fulfilled for the rule to become inactive.

Enabled Enable the rule.

Group If rule is being edited, the rule can be moved to another
group.

Current status Displays if rule is currently active or inactive.

Actions executed  Displays the total number of actions executed since last

system startup.

Table 33: SoftPL.C rule parameters

Show selected only Point links

[refresh] [edit] [delete] [save] [cancel] [add plc group] [apply plc changes]

7% Translator rules (default system generated group) Resclution: © (real-time)

=

=]

[+

.4 Reports (Sent to users) Resclution: 600 sel:léI =
[2dd ple-rule]
Name Description Criteria logic Emabled Current status Actions executed
@[ | value report values by email AND yas 1 3
#-[ |log repert  logs by email AND yes a 2

.qg= Forcevalues (Chack and force) Resslution: 1 se:rél_

[2dd ple-rule]

Name Description Criteria logic Enabled Current status Actions executed
|:|-- force locks Weekend nights AND yas o o

%= Ungrouped PLC rules [default system generated group) Resolution: 1 sec

Figure 66: SoftPLC rules overview
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Criteria type

Description

Value

Clock
Weekday

Day of month
Date

Compare

Number of alarms

Changed value
Interval
PLC rule

Checks and compares a specific point value with the
configured value.

Checks and compares the current time with the config-
ured time.

Checks and compares the current weekday with the con-
figured weekday.

Checks and compares the current day of month with the
configured day of month.

Checks and compares the current date with the config-
ured date.

Checks the configured function. A function is specified
with values, Greyhound Data Collector point addresses
and the following mathematical expressions: +, -, *,
/, >, < and =. Example: the compare criteria with
function: "LOCAL.con.devl.pl + LOCAL.con.devl.p2
> 57 is fulfilled when the sum of the values of points
”pl” and ”p2” is more than 5.

Counts the number of alarms which originates from a
specified Greyhound Data Collector address for a speci-

fik time and compares it to the specified limit.
Checks is a specific point value changes.

Criteria is fulfilled every configured interval seconds.
Checks the status of another PLC rule.

Action type

Table 34: Criteria types

Description

Copy
Write
Alarm

Log report

Value report

Writes the current value of one point to another point.
Writes a configured value to a point.

Adds a alarm to the alarm event list. Note: These events
are automatically connected to a virtual SoftPLC con-
nection and device which are automatically created.
Creates a log report. Report can be viewed in the ”doc-
uments” PLC reports directory (see 7.2) and also au-
tomatically sent to messaging recipient addresses (see
section 9.7.3).

Creates a value report. Report can be viewed in the
”documents” PLC reports directory (see 7.2) and also
automatically sent to messaging recipient addresses (see
section 9.7.3).
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Show selected only Boint links

[refresh] [edit] [delete] [ssve] [cancel] [add olc aroup] [apply ple changes]

% Translator rules (default system generated group) Resclution: 0 (real-time)

> Reports (Sent to users) Resolution: 600 se:é =

[2dd ple-rule]

Name Description Criteria logic Enabled Currentstatus Actions executed
value report  values by email  AND yes 1 s
log report  logs by email  AND yes 0 2

orce values (Check =nd force) Resolution: 1 sec 2 —
[2dd ple-rule]
Name Description Criteria logic Enabled Currentstatus Actions executed

orce locks  Weskend nights  AND yes 0 0

Rule status overview:

Rule hasn't executed any actions yet.

|Actions exscuted since last system startup:

positive slope (criteria(s] fulfill=d) 1 © (0 failed)
negative slope (criteria(s) not fulfilled) : 0 (0 failed)
Last state-changes

Criterias: 4¢
Type Crite
= weekday Weekday is in between saturday and sunday. Current weekday is friday.
= Clock Time is less than 08:00. Current time is 11:15.
= value Point LOCAL.door control.basement.main lock is equal to O for st least 60 saconds.

Actions on positive slope: 4

Type Descriptio
= wWrite 1 is vritten to LOCAL.door control.besement.main lock
= alarm  An slarm with text: 'Locked sl basement doors' is generated

Actions on negative slope: &
Type Description
= alzrm An alarm with text: 'Doors confirmed locked' is generated

%> Ungrouped PLC rules (default system generated group) Resolution: 1 sac

Figure 67: SoftPLC rules

Show selected only Point links

[refrash] [=dit] [delste] [zave] [czncel] [add ple grous] [=pply ple chang=s]

--%» Translator rules (default system generated group) Resclution: 0 (real-time)
..g» Reports (Sent to users) Resolution: 600 sec é =

[add ple-rule]

.. Force values (Check =nd force) Resclution: 1 sec § =
[=dd ple-rule]

force locks |[Weekend nights__|| anD £

Force values Bl o 0

Name Description Criteria logic Enabled Group Current status Actions executed
| value repart values by email AND yes Reports 1 s
log repart logs by email AND yes  Reports 0 H

Name Description Criteria logic Enabled Group Current status Actions executed

Rule status overview:

Rule hasn't executed any actions yet.

Actions executed since |ast system startup:

positive slope (criteria(s) fulfillad) : 0 (0 failed)
n=gstive slops (criteria(=) not fulfillad) : © (0 failed]
Last state-changes

Criterias: 4F

Type Criteria fulfilled when...
= | weekday [ weskday | is in between [+] (1 = monday...7 = sunday)
= | Clock 52| Time |is less than Elpsio0 ]

Actions on positive slope: &

Type Description
= Writ= [+] Write [1 | to peint [LOCAL.deer_contrel.basement. main_I]
= Alarm [+] Generate an alarm with text [Locked all basement doors |

Actions on negative slope: 2
Type Description
= Alarm [+] Generate an alarm with text [Doers confirmed locked

=|value [E| The value of point: [LOCAL.door_control.basement.main_l] | is 2qual to B fer:

% Ungrouped PLC rules (default system generated group) Resolution: 1 sec

Figure 68: Edit SoftPLC rules
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9.9 Other: Start page

The first page when the user has logged in is by default a simple logotype or
similar. It is however possible to configure the system to show information on the
first page, and even to publish a schematic. Start page configuration is found if
the ”start page” tree node on the ”Other” page is opened.

The different functions of the custom start page are described below.

e )= ) ) e e )2 )2

network and system settings  system info  points  alarms  accounts  programming  >other<  reboot

H-ft Start page

‘- Use start page [Yes/No]
-~ Display text L Jisave] [dear]

g---Displa‘; schematic [ 0. [save] [dear]

i Display alarms [Yes/ No]

- Display serial port information [ Yes / No ]
g---Displa‘; key valuas [ Yes/ No ]
4 Massaging
) ﬁ Enterprize

[
=
B Database tools
[

£ Schematics

Figure 69: Start page configuration

Use start page: Select "Yes’ to enable the various functions described below.

Display text: The user can add text sush as for example a link of choice to be
shown on the first page.

Display schematic: The user can select a schematic to be shown on the first
page.

Display alarms: The ’Alarms’ section of the custom start page displays an
overview of the current alarm status. It lists four types of statistics:

e Number of alarms currently active and not acknowledged.
e Number of alarms currently active and acknowledged.
e Number of alarms currently inactive and not acknowledged.

e Number of alarms currently blocked.

There is also a link wich leads directly to the alarms list (click ‘more..."). See
section 5 for more information about alarms.

Display key wvalues: The "Values’ section displays a selection of points and
their current values. A maximum of three points can be chosen. Choose a point
by adding 'V’ into the flag-field in the databas-editor. It also displays the current
error rate, calculated by: error rate = Number of points with errors / Number of
readable points.
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Display serial port information: Provides a brief summary of the serial port
status for port one and two. There is also a link which leads directly to the system
settings page (click 'more...").

January 9, 2008 95



9.10 Other: Messaging 96

9.10 Other: Messaging

The messaging settings described in this section are not account specific and are
used by all messaging recipients. For information about the account specific mes-
saging settings (recipients etc), see section 9.7.3.

9.10.1 Services

Messaging services are used by the Greyhound Data Collector to send messages to
messaging recipients. They define for example which smtp server or serial port to
use and each recipient address configured in ’accounts’ is connected to a specific
service. Three types of services are supported by the Greyhound Data Collector:
'SMTP’, 'SMS’ and 'PRINT’. The Greyhound Data Collector has by default one
of each service type pre-defined but these must be configured before being used.
Services can be added with the respective "add” links and more than one service of
the same type can be added, configured and used. To configure a service, click the
edit icon (’pencil’) just to the left of the respective service. The delete icon (‘red
minus’) deletes the service but please note that all recipient addresses which are
connected to the deleted service then must be configured to use another service.
See table below for more information about the available service types.

Service type Description

SMTP Used by e-mail recipient addresses. It is required to con-
figure the smtp server address. Sender address as well as
smtp server login name and password might be required
as well. These parameters should all be supplied by the
network (and e-mail) service provider. If the Greyhound
Data Collector operates through a dial out connection
the "Use dial out connection’ checkbox must be checked.
See section 9.3.5 for information about how to configure
a modem dial out connection.

SMS Used by sms recipient addresses. The Greyhound Data
Collector sends sms:s through a GSM modem which is
connected to a serial port on the Greyhound Data Col-
lector. Which port to use as well as the various serial
communication parameters (baudrate, parity etc) used
by the GSM modem must be configured. The ’addi-
tional AT command’ is not required but can be used to
for example GSM operator login command if this is not
stored in the connected GSM modem.

PRINT Used to print messages directly to a printer connected to
a serial port on the Greyhound Data Collector. Which
port to use as well as the various serial communication
parameters (baudrate, parity etc) used by the printer
must be configured.

Table 36: Service types
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B

Ce )= ) W) e e )T )2 )

network and system settings  systsm info  points  alarms  accounts  programming  >other<  rebaot

fir Start page

B mezsaging
BB gervices

[2dd smtp service] [2dd sms service] [add print service]
Type SMIP server address SMTP server login name SMTP server password Senders address  Use dial out connection
& = SMTP  =mtp.server.com sender@mail.com  no
Type  Use serial port Baudrate Databits Stopbits Parity Flow control Additional AT-command
& = sms  comz 115200 8 1 None  HNens
Type  Use serial port Baudrate Databits Stopbits Parity Flow control
& = PRINT comi 9600 8 1 None  None

B-E2 Radirect delay

F-EY status reports
= enterprise
BN patabase tools

#-%% schamatics

Figure 70: Messaging services

9.10.2 Redirect delay

Messaging recipient addresses can be configured to only receive alarm that has
remained unacknowledged for a certain amount of time (’delayed’ recipient type).
Unacknowledged alarms are redirected to these recipients after this delay (if they
are still unacknowledged). The delay is specified in seconds and are by default 900
( = 15 minutes). To edit the delay, click the edit icon (’pencil’). See section 9.7.3
for more information about ’delayed’ messaging recipients.

Ce )= ) ) )T Je )2 )02 )

network and system settings  system info  points  alarms  accounts programming  *others  reboot

e

fir Start pzge

Messaging
BB servicas
B2

Redirect delay
Decides how long an alarm can remain un-acknowledged before sent to 'delayed’ recipient addresses.
H \'él 900 seconds.
B status reports
Ej Enterprise
Q Database tools
s Schematics

Figure 71: Messaging redirect delay

9.10.3 Status reports

A messaging recipient can be configured to receive internal status reports which
are generated automatically by the Greyhound Data Collector at a certain interval.
These reports contains overall system status and performance. Users can decide
how often these reports should be generated (default once every hour) as well as
the report format. The 'TLONG’ format contains all available information but it is
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not reasonable to send this report to for example a sms recipient. The ’SHORT’
format only contains ip information and system load and is therefore possible to
send to a sms recipient as well.

Ce )= ) ) )T Je )2 )02 )

network and system settings  system info  points  alarms  accounts programming  *others  reboot

fir Start pzge
BB massaging
"E Services
B Redirect delay
EHE status reports
{  Configure how often status reports are generatad and in which format.
gl Generate evary 2600 seconds vith format 'LONG'
Ej Enterprise
E-®S Databass tools
& schematics

Figure 72: Messaging status reports
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9.11 Other: Enterprise

A Greyhound Data Collector can be configured to send logs, values and alarms
to a Enterprise server. This is sent in e-mails and the Enterprise e-mail address
must hence be configured. Use the "add” link to add a new Enterprise address
entry and the edit icon (’pencil’) to configure the e-mail address as well as which
messaging SMTP service to use. All alarms will be automatically copied to the
Enterprise server through this address but values and logs are sent with SoftPLC
data reports and the Enterprise recipient address must therefore be manually
connected to these SoftPLC rules. See section 9.8.3 for information about the
SoftPLC.

e e )0 ) e e ) 2 )02

network and system settings  system info  points  alarms  accounts  programming  >other<  reboot

- Start page
#-E Messaging
[—in Enterprise
| Configure Entarprise email addrass(es).
© All slarms vill be sutomstically copied to this server. Values =nd logs sre however be sent in reports by the SoftPLC
| which means that the Entarpriss recipient address(ss) must be manually connacted to these reports here.

\ [2dd address]

Address Service
i.f = enterprise@mail.com SMTP {smtp.server.com)

5% Datebase tools

E-9% schematics

Figure 73: Enterprise configuration
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9.12 Other: Database tools

Database tool

Description

Purge alarm events

Purge system log

Purge connection log
Purge messages sent log
Purge messages failed log
Purge command log

Purge security events
Purge security error events
Backup database

Optimize database

Empties the alarm events log.

Empties the system events log.

Empties the connection events log.

Empties the 'messages sent’ log.

Empties the 'messages failed’ log.

Empties the commands log.

Empties security events log.

Empties security error events log.

Copy and backup the entire database to the permanent
storage disk. This is also performed automatically once
every other hour and when the Greyhound Data Collec-
tor is rebooted.

Cleans and optimizes the database files.

Table 37: Database tools

R

e ) ) e JTe )T~ )2 )

network and system settings

system info  points alarms accounts  programming  Fother<  reboot

@-fr Start page
& Messaging
B Entersrise
E-"% Databass tools
Burge alarm events
-~ Burge system log
- Burge eonnection log
Purge messages sent log
-~ Purge messages failed log
-~ Burge eommand log
Purge security events

~- Purge security error events

Backup databasze

-~ Optimize database

B-¥% Schamaties

Figure 74: Database tools
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9.13 Other: Schematics

The basic parameters of the schematics published to the Greyhound Data Collector
can be viewed in the ’Schematics’ section. Users can also decide to show or hide
the respective schematic sub-menu link in the main schematics section (see section
4) with the Active ”Yes/No” links.

Ce )= ) ) )e )= )2 )2 )

network and system settings  system info  points  alarms  accounts  programming  >others  reboot
=

Bt Start page

H-E passaging

ﬁ Enterprize

B Database tools

B-¥8 schematics

| ID Title Description Project Active

1 morth_building Go te north_building north_building [ Yes / Ne ]
south_building Go to south_building south_building [ Yes / No ]
west_building  Go to west_building west_building [ Yes/Neo]
east_building  Go to east_building  =ast_building [ Yes / No ]

moh oW

main_page Go to main_page main_page [ Yes/Hlo ]

Figure 75: Schematics list
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9.14 Reboot

Reboot the Greyhound Data Collector by clicking the reboot button. A complete
backup of the internal database is performed prior to the actual reboot and the
backup progress is displayed directly on the page. When the backup has finished,
the Greyhound Data Collector is rebooted and when it has restarted the browser
is automatically redirected the login page. Note: If the ip address and/or the
http-port has been changed, the new address must be manually entered in the
browser address bar after the reboot. Furthermore, a Greyhound Data Collector
can not be rebooted again within the first 2 minutes after a reboot.

e )= )W) Te ) e T2 )2

natwork and system settings  system info points alarms accounts programming other >reboot<

reboot system

click the 'rebaat’ buttan
below to restart the system

Figure 76: Reboot page
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10 Log out

To log out from the Greyhound Data Collector, click the last main menu icon. If
a user doesn’t manually logout, a forced automatic logout is performed once the
"Inactivity timeout” expires.

You are now logged out!

login

Figure 77: Log out
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11 Tips and Tricks

11.1 Encrypted communication

The Greyhound Data Collector support the secure shell (SSH) protocol. SSH
communication is encrypted and a SSH-tunnel can be used for accessing a Grey-
hound Data Collector. This requires that a SSH client program is located on the
computer from where you want to access the Greyhound Data Collector. In the
following example the SSH client "Putty’ is used.

1. Choose 'Tunnels’ in the left view and enter a local port and the destination.
The destination is entered in the form: ip address:port. If we want to access
the web on the Greyhound Data Collectorthe destination port should be
the webserver port 80 (if not changed). In this example the local port is
4500 which means that the Greyhound Data Collectorweb will be available
through the local port 4500.

|§ Bl sconfigunation \3
Cateqary:

o Session Options controling S5H tunneling
Logging #17 fonwarding

= Terminal []Enable 11 farwarding
Keyboard & dizplay location
Bell localhost:0
Features

=1 Window

Fort fonmarding

:pﬁealrance []Local ports accept connections fram other hosts
T?aniT;DtiL; [] Remate ports do the same [SSH +2 anly]
Selection Fonmarded ports:
Colours
=I- Connection
Fromy
Telnet
Rlogin
—- 55H Add new fonwarded port;
Auth Source port | 4500 Add
Tunnels o
Bugs Destination | 10.220.221.71:80

(%) Local () Remote

[ Open H LCancel

Figure 78: SSH tunnel
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2. Select ’Session’ in the left view and type in the destination IP address.

3. Select the SSH radio box and click ’Open’.

BR LTI Loniguration a‘
Categony:
=) Session Basic options for your PUT T session
Laaaing Specify your connection by host name or IP address
= Terminal Host Mame [or IP address] Fort
Keyboard 10.220.221.71 22
EBell —
Features rotacol ;
= window ) Raw () Telnet  (Rlogin - (3 55H
Appearance Load, zave or delete a stored seszion
Behawo_ur Saved Sessions
Tranzlation
Selection
Colours Drefault Settingz
= Connection
)
Rlogin
[=-55H
Auth
gunnels Cloze window on exit:
ugs O dways O Mewer () Only on clean exit

l Open H Cancel

Figure 79: SSH tunnel
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4. Log in on the destination Greyhound Data Collector. Default username:
root’ and password: ’_ChangeRootPass’.

21,74\~ Puli; M=1E3

Figure 80: SSH tunnel

5. To surf the Greyhound Data Collectorthrough the ssh tunnel enter "http://locahost:4500°
in a webbrowser.

@ Greyhound Serverlogin - Microsoftinternetixplorers J Jd
File Edit View Favorites Tools Help f"
— . »
€ B al \ ) ” .
Q Back ﬂ .ﬂ |/ Search ,.( Favorites “} Media 40<)
PPl . fmi 5 Loo»
Address | ] http: localhost: 4500, validation login html B G
Login

Langusge |English
skin Grayhound
|
IECTELEMTE 5, - powered by Grayhound®
Copyright © 2001-2004 botech =b

&) Done % Localintranet

Figure 81: SSH tunnel

The local SSH program is connected to the Greyhound Data Collectoron the
TCP port 22 (ssh) which means that all services, except SSH, can be blocked on
the Greyhound Data Collector.
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11.2 Performance

Sometimes with an overloaded system, browsing the system is quite slow. Also
timeouts when reading and writing data can occur. The system in itself limits
the number of points, logs etc. that the user can configure but since the different
protocol drivers can deliver data ranging from 1 read per second up to over a
hundred reads per second for each connection, it is up to the user to tune the
system to perform optimally.

11.2.1 Browsing the unit

The best measure of the system performance is how the system respond when
browsing it. The system should not be much slower when it is running the drivers
and reading data, compared to when it is delivered and empty.

11.2.2 Settings/system

On the ’System information’ page, available from the settings page (see 9.4 on
page 42), there is a system monitor that displays current system status. The
"Load average” is of special interest. A load average below 1.0 is very good. A
load average between 1.0 and 2.0 is acceptable, but above that you should consider
optimize the system ( see below ).

11.2.3 Optimize data reading

For each data read a number of operations is executed. Depending on the point
configuration this can be alarm checking, log interval, cache update etc. It is quite
natural to try to read all data as fast as possible, but this are often not required.
To optimize the performance it can be required to slow down the update interval
for the points. Most drivers have a sleeptime or similar that is used to reduce the
number of reads per second. Some drivers have priority possibilities that makes
it possible to get high update speed for the most interesting points. Block reads
that reads many points in one request are also common.

EXOline (see ?? on page ?77) example:

By setting the properties Sleeptime=0, Blockread=1 a read speed of over 200
points per second can be achived. For many sites this is unnecessary high. De-
pending on how the EXOline units are configured and what data types that is
read, ” Sleeptime=100, Blockread=0" or ”Sleeptime=1000, Blockread=1" will give
a speed of about 5-20 reads per second. Note! Sleeptime is measured in millisec-
onds.

11.2.4 Optimize data logging

Always try to log only data that is useful. The best way to do this is by selecting a
loginterval that is meaningful for the process monitored. For example when logging
the outdoor temperature a loginterval of 60 seconds will only fill the database with

January 9, 2008 107



11.2 Performance 108

useless values. A loginterval of 900 seconds ( 15 minutes ) or 3600 ( 1 hour ) is
better. To optimize the log set the flag to ”C” that only logs changes. To optimize
even further, the Converter function Round(1) can be used to only log changes of
0.1 degrees or more. Also remember that real-time trends can be used to show
faster processes ( see the Craft Designer documentation ).

11.2.5 Software version

Speed optimizations is often included in newer versions of the Greyhound Data
Collector software and firmware. Always look for and consider updating the sys-
tem.
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11.3 Securing Greyhound Data Collector

Securing Greyhound Data Collector involves preventing

o BEasy guessing of passwords and user names

e Use of services not intended for external use.

Denial Of Service attacks (DOS-attacks)

The use of backdoors or design flaws to gain control to the system

e Unlimited access for users

To support the prevention the Greyhound Data Collector has a built in firewall,
a validation system that can limit access to all parts of the system and the possi-
bility to encrypt network traffic. It is up to the installer to enable these features
and to configure them correctly. To help in this work the following information is
useful.

11.4 Passwords and user names

The factory default passwords should always be changed. Change both the ad-

ministrator and root account passwords. Good passwords mix upper/lowercase

characters, figures and other ASCII characters like ”!7_-”. This way dictionary

password guessing tools cannot find the password. They shall also be of a certain

length to make it hard to guess it by using brute force guessing. The password

quality is equally important when settings user passwords. Also use usernames
”» o

other than "admin”, ”guest” or any other easy to guess usernames since they will
be locked out by too many login attempts.

11.4.1 Bad passwords

Name of children, pet etc. Single words.

11.4.2 Good passwords

7S3rles?”, 79D _allas!”

11.5 Firewall

Always enable the firewall, and close all ports not neccesary. It should be sufficient
to only have the http port opened. It is also possible to close the http port and use
an encrypted ssh tunnel for access (see section 11.1 on page 104). When having the
firewall enabled with only http access, it is impossible to access any other system
services like ftp or the database server. The built-in firewall shall not act as a
replacement for a real Internet firewall. The built in firewall has no functionality
to for example recognize certain patterns in the communication that is typical
for hacking attacks, sense port scans etc. that even basic modern firewalls do.
The build-in firewall can be compared with the level of security a good personal
firewall.

NOTE! Always use an external good Internet firewall when connecting the
Greyhound Data Collectorto the Internet.
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11.6 DOS attacks

Denial Of Service (DOS-attacks) is difficult to be protected from if no external
firewall is used. Use an external firewalll By moving the web-port or by allowing
ssh only you can make it more complicated for hackers to perform a DOS-attack.

11.7 Firmware and software versions

Always monitor the changelog for the Greyhound Data Collector (the changelog is
found on the ftp server). Sometimes security enhancements or firmware upgrades
is performed, and it might be a good idea to upgrade the system.

11.8 Limiting access for users

Always only give users the access they really need to perform their tasks. It is
generally not a good idea to let all users be administrator. Also let each user have
their own user account because then you are able to monitor their usage of the
system in the different logs (logins, changing of values etc. ).

11.9 TPipe

The TPipe driver is a very powerful tool that lets you for example reprogram
devices from a distance. When connected to the Internet, the use of TPipe is only
acceptable if using a ssh tunnel, or a very well defined rule in the external firewall.
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